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2023 i korthet - ur ett hallbarhetsperspektiv

SATSNINGAR I HALLAND

Vi sponsrar 100 hallandska féreningar, bland
annat seniortjansten "Gubbe" dar ensamma
aldre som behover sallskap far hjalp av unga
manniskor pa vag ut pa arbetsmarknaden.
Over 300 skadeforebyggande kontakter med
vara kunder

KRISTIN ORETORP

Utbetalning av 100 miljoner i dterbéring Ny styr elseor: dfOl’ ande
Nallar till barn pa sjukhus i juletid
Stéda Halland

och mycket mer...

600 nallar till barn

HANDELSER INOM BOLAGET pa Hallands sjulkhus

I ar upprepade vi forra arets initiativ och
Invigning av vara nyrenoverade kontor i delade ut nallar till barn som hamnat pa
Falkenberg och Varberg. l&nets sjukhus. Att skénka pengar eller en
Bytt ut vara foretagsbilar till laddhybrid & el gava till nagot vélgérenhetsprojekt har
Uppstart av Projekt samhallsengagemang sedan négra ar tillbaka varit "Arets jul-
Uppstart av Projekt hallbar skadereglering klapp” till personalen i bolaget - nagot
Frisknérvaro pa 97.8% som ligger val i linje med vart hallbarhets-
Startat Trygghetstjénster AB fokus och med att bidra till 6kad trygghet

i Halland.

100 miljoner kronor i aterbéring
till vara hallindska kunder

Som kundagt bolag ger vi tillbaka till vara dgare/
kunder pa manga sétt. Ett av de tydligaste &r var
aterbaring. Tack vare den omténksamhet vara kunder
visat sina saker och varandra kunde vi 2023 betala ut
hela 100 miljoner kronor i aterbaring. Stort tack for

omtanken!
Stiada Halland
Tillsammans med hallandska foreningslivet Gratis skollunch till elever p&ol j],[llOVEt

har vi aterigen varit med och stadat Halland.
Jul och ledighet innebar 6kade utgifter

och da &r det manga som har svart att fa
ekonomin att ga ihop. For att underlatta
for de som har de knapert erbjod vi till-
sammans med Halmstad Fastighets AB
(HFAB) gratis lunch till skollediga barn.

- Hog inflation och kraftigt hojda mat-
priser gor att manga just nu har det
riktigt tufft att fa ihop ekonomin. Loven
innebdr 6kade utgifter inte minst nar det
kommer till matinkop. Da kan en gratis
lunch for barnen gora rejal skillnad, sager
David Axelsson, projektledare.
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MALBILD 2030

Under 2023 arbetade Bolagets foretagsledning fram vad som kom att bli var malbild 2030. Malbild 2030 visualiserar vilket Bolag vi vill vara i framtiden
och ska tillsammans med var vision och vara varderingar fungera som var vagvisare som tydliggor bolagets affarsplan och strategiska riktning de
kommande aren. Syftet &r att skapa ett ramverk for saval individ som team som ska hjélpa oss fatta dagliga beslut och ge oss energi till att vaxa.

Sa har ska vi lyckas na Malbild 2030

Genom att skapa mer varde fér kund och samhalle, bidrar vi till néjdare kunder och 6kad trygghet i Halland.
For att lyckas behdver vi utveckla vara erbjudanden, kundupplevelsen, vart satt att agera lokalt och nara,
samverkan i LF-gruppen,samt var attraktionskraft for medarbetare.

ERBJUDANDEN: ( ) MEDARBETARE:

Erbjudanden som utgar Hallands mest

fran kundbehov & - attraktiva arbetsgivare

kundinsikter ~~a

VARDESKAPANDE

KUNDUPPLEVELSE: FOR Kl.!ND & SAMVERKAN I LE-GRUPPEN:
Hallands mest v SAMHALLE — Uppmuntrar &
omtanksamma och kat)t K
kundvanliga bolag Uppskattar samverkan
/ \
LOKALA & NARA - kund: LOKALA & NARA - samhiille:
Lokal & nara Bidrar starkt till ett
i alla kanaler tryggare Halland
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2023 i korthet - ur ett hallbarhetsperspektiv
Halldnningarnas bank och forsakringsbolag
Hallbarhetsrapport

Styrning och riskhantering
Verksamhetsovergripande styrdokument
Miljo- och klimatrelaterade aspekter
Sociala och personalrelaterade aspekter
Manskliga rattigheter

Motverkan av korruption

134 ar av trygghet och nérvaro i Halland

Lansforsakringar Halland (Bolaget) foddes ur behovet att forsakra sig mot brander och har varit hallénningarnas férsakringsbolag sedan
1889. Sedan dess har Bolaget utvecklats och kan idag tillhandahdlla helhetslosningar for privatpersoner, foretagare och lantbrukare med
erbjudanden inom allt ifran sakférsakringar, liv- och pensionsférsakringar, banktjénster, fastighetsférmedling samt saneringstjénster
genom vart skadedjursbolag. Allt for att leverera vérde i form av trygghet éuer tid till vara kunder.

134 ar av trygghet och narvaro i Halland har 6ver tid kravt anpassning av verksamheten till den omvarld och verklighet Bolaget ar
verksamma inom. Anpassningar kommer ocksa att behdva goras i framtiden, inte minst med hansyn till varldens, Sveriges och Hallands
lans alla hallbarhetsutmaningar- for att kunna finnas i minst 134 ar tilll

Vv
Om Linsforsikringsgruppen

Lansforsakringar bestar av 23 lokala och kundagda

lansforsakringsbolag ach det gemensamt dgda ERBJUDANDE > 23 LOKALABOLAG P 4 MILJONER KUNDER
Lansforsakringar AB, som ar bankens moderbolag.

Lansforsakringsbolagen ags av forsakrings-

kunderna, och kunddgandets principer utmarker ﬂ Sakférsikring @ -"é} 6

aven bankverksamheten. Genom respektive o0 —

lansforsakringsbolag far kunderna ett helhets- )] 8,

erbjudande inom bank, férsakring och fastighets- @ K

férmedling. Utgangspunkten &r den lokala S Ban (@ O @ @

narvaron och forankringen - erfarenheten visar
att lokal beslutskraft, kombinerad med gemensam = Liv- och pensions-
férvaltning och afférsutveckling, skapar ett forsakring E
mervarde for kunderna. Grundlaggande ar ocksa
en langsiktig omsorg om kundernas trygghet. Fastighets- IR 3[@ (v

Det finns inga externa aktieagare och kundernas férm?-} iy O \.9
behov och krav ér darfér det primara uppdraget. 9 1_MJ l cﬂj
Lansforsakringsgruppen har mer an 39 miljoner

kunder och cirka 8 500 medarbetare.
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HALLANNINGARNAS
BANK OCH
FORSAKRINGSBOLAG

Lansforsakringar Halland (Bolaget) ar ett
omsesidigt bolag vilket innebar att det &gs,
styrs och finns till for de hallandska
kunderna. Att vara kunddgda ar en stolthet
och da det inte finns nagot enskilt
vinstintresse ar omsorg for kundernas
trygghet Bolagets enda uppdrag. Allt
overskott ges tillbaka till kunderna och det
halldndska samhéllet i form av bland annat
rabatter, dterbaring, sponsring och
engagemang i lokalsamhallet.

Att ha formanen att dgas av de hallandska
kunderna skapar mojligheter att arbeta
langsiktigt och att gora skillnad pa riktigt
genom att bidra till ansvarsfull
samhéllsutveckling, men det innebar ocksa
ett stort ansvar att investera i framtiden
och férebygga otrygghet i det hallandska
samhéllet. Bolaget vill och ska ta sitt
ansvar for att bidra till en positiv och
hallbar utveckling i lanet genom
engagemang och insatser som gor skillnad
ekonomiskt, miljomassigt och socialt.

Lansforsakringar Hallands medarbetare
bor dar kunden bor, handlar i samma
affarer, laser troligen samma tidningar och
har samma vader som kunden. Bolagets
overtygelse &r att de som finns nara
kunden har lattare att engagera sig, forsta
och hjalpa, n de som befinner sig langt
borta. Med kontor 6ver hela Halland - i
Laholm, Halmstad, Hylte, Falkenberg,
Varberg och Kungsbacka - &r Bolaget alltid
nara och tillgangliga for kunderna.

134 AR I HALLAND

LANSFORSAKRINGAR HALLAND
Q HALLBARHET

Bolagets vision, affarsidé och varderingar
beskriver hur Bolaget &r, vad det vill uppna
och hur det skiljer sig fran andra aktorer pa
marknaden. I Bolagets 134-ariga historia
har grundtanken alltid varit densamma- att
skapa trygghet for kunderna. Genom att
formedla ett ansvarsfullt erbjudande inom
bank, forsakring, pension och fastighets-
formedling skapar Bolaget forutsattningar
for ett tryggt och skadefritt liv. Som aktiv
lokal samhéllsaktor ar det dessutom
Bolagets absoluta 6vertygelse att
verksamheten kan bidra till en hallbar
samhallsutveckling pa saval kort som lang
sikt. Med ett starkt lokalt engagemang
gynnas namligen inte bara de egna
kunderna utan aven samhallet i stort.

Utgangspunkten for Bolagets
héllbarhetsarbete ar ett lokalt och
l[angsiktigt ansvarstagande. Upp fattningen
ar att investeringar och aktiviteter Bolaget
atar sig idag kan komma att bli avgorande
for framtida halldnningars méjligheter till
ett tryggt och skadefritt liv. Det som ar bra
for hallanningarna ar bra for
Lansforsakringar Halland.

Bolagets vision

Bolagets hallbarhetsarbete grundas i
visionen: Tillsammans skapar vi ett tryggt
och skadefritt Halland. Detta ska uppnas
genom att erbjuda ett tryggt erbjudande,
en trygg verksamhet och genom att ta ett
langsiktigt miljo- och samhdllsansuvar.
Respektive fokusomrade utgors av ett
antal arbetsomraden som konkretiserar
hur hallbarhet ska integreras i

verksamheten. Till arbetet hor att utmana
den egna verksamheten och leverantorer
och samarbetspartners att standigt
utvecklas for att kunna erbjuda trygghet -
for all tid. Ambitionen ar att kunderna,
tillika Bolagets agare, alltid ska vara
branschens mest néjda.

2
Regel- T,
be‘ efterlevnad ‘?9

Trygga / Ansvarsfull
forsélmingar

i
Q}‘
arbetsgivare Ka‘
%

Miljg- ach
samhillsengagemang

<
s
; P
Wil oghsart®

Bolagets affarsidé

Lansforsakringar Halland &r ett lokalt bolag
som erbjuder bank-, forsakrings- och
skadeforebyggande tjanster som forenklar
och tryggar halldnningarnas vardag. Det
gors i en bolagsform dér kunderna blir
agare och dar allt 6verskott gar tillbaka till
kunderna och det lokala samhallet.

Bolagets varderingar

Bolagets varderingar sétter tonen for hur
Bolaget ar och knyter nara an till vision och
affarsidé. I allt som gors, i alla beslut som
fattas och i alla kundméten varderingarna
halldndska, hangivna och hallbara speglas.

Etablerades

Vattenskador/
Inbrott

Foretag

WV

Innovations-
bolag

Kapital-
radgivning

Fastighets-
férmedling

Skadedjurs-
bolag
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Var vision: Var affarsidé: Vi ar ett lokalt bolag som erbjuder bank-, forsékrings- och Vara vérderingar:

Tillsammans skapar vi skadeférebyggande tjanster som forenklar och tryggar hallanningarnas Hallandska, hangivna, hallbara.
ett tryggt och skadefritt vardag. Vi gér det i en bolagsform dar kunderna blir agare och dar vart
Halland. Overskott gar tillbaka till kunderna och det lokala samhallet.
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BOLAGETS VARDERINGAR

Hallandska

Vi ar ett sjalvstandigt bolag som bara
finns i Halland, ingen annanstans.
Vara kunder finns enbart i Halland.
Och vi som jobbar har, bor granne
med manga av dem. Det som dr

bra for halldnningarna ér bra

for Lansférsakringar Halland.

Hallbarhetsdatabas med lokal

forankring

Som en stor och engagerad aktor lokalt
har Bolaget valt att fokusera pa
samhallsutvecklingen regionalt. Det ar i
Halland Bolagets resurser finns
lokaliserade och dar insatser kan géra
storst skillnad.

For att pa ett faktamassigt satt se vilka
moéjligheter och utmaningar som finns
lokalt, och ddrmed analysera hur
lokalsamhallet behover stottning pa basta
satt, har Lansforsakringar tagit fram den sa
kallade hallbarhetsdatabasen.
Hallbarhetsdatabasen ar ett
statistikverktyg med 63 val utvalda
variabler inom hallbarhetsomradet
fordelade pa fem affarsnara teman:
Ekonomi & Méjlighet till forsorjning,
Jamstalldhet, Halsa, Milj6 & Klimat och
Trygghet.

Via databasen gar det att f6lja utvecklingen
av variablerna pa nationell, regional och
kommunal niva. P4 sa satt kan lokala
utmaningar och mojligheter dar Bolaget &r
verksamt identifieras och prioriteras.
Hallbarhetsdatabasen ligger dels till grund
for strategier, affarsplanering och
kommunikation, dels till att identifiera
utvecklingsomraden, initiera externa
samarbeten och prioritera lokala
samhéllsengagemang.

Vitar ansvar for hur var verksamhet
paverkar oss sjalva, vara kunder och
var omvarld. Viar en aktiv aktor i den
lokala debatten och delar med oss
av vara kunskaper for att trygga
halldnningarnas vardag.

Var verksamhet ar langsiktig och
hallbar éver tid.

Vi ér stolta 6ver det vi gor och vi
ar stolta over att vara agda av vara
hallandska kunder. Det gor oss an
mer engagerade och ansvarstagande.
Vi bryr oss pa riktigt och ar hangivna
var uppgift att hjdlpa vara kunder att
na sina mal.

EXEMPEL FRAN DATABASEN

vV

12,5% av Hallands invanare 18-64 ar _\@ 6
”

lever i ekonomisk utsatthet

Andelen har ékat de senaste dren. Det dr stor skillnad 8
mellan kommunerna. ’

26,7 % av elever i arskurs 9 uppnar ej kumskapskrav

Andelen har 6kat de senaste dren. Det dr stor skillnad mellan kommunerna.
=

@ Laga eller ofullsténdiga betyg fran arskurs 9 okar risken for framtida
%‘ psykosociala problem som sjalvskadebeteende, kriminalitet och missbruk.

i,

Allvarlig kriminalitet i ung vuxen alder &r ocksa vanligare bland de med
laga betyg an bland de med medelhdga eller hoga betyg.

Halliindska kvinnors mediannettoinkomst ér 78,2%
av mannens

Andelen har 6kat de senaste dren, fran 74% under 2011.
I

Variabeln ar ett satt att mata ekonomisk jamstalldhet mellan kvinnor i

och man. Den mater ocksa i viss man kvinnors ekonomiska utsatthet @ O
eftersom lagre inkomster ger en samre férmaga att bygga upp ett o
sparkapital eller mota inkomstbortfall.

I Halland ér det 24,5 personer
per 100 000 invanare som dodas
eller skadas svart i trafikolyckor

8.7 % av Hallands invanare
0-17 ar har varit aktuella
inom BUP*

Andelen dr hégre an riksgenomsnittet. Andelen dr hégre dn riksgenomsnittet och har ékat
* Barn- och ungdomspsykiatrin sedan 2020.

Databasen bygger pa statistik frdn offentliga och 6ppna kdllor och finns tillgénglig pd:
wwuw.lansforsakringar.se/hallbarhetsdatabasen
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http://www.lansforsakringar.se/hallbarhetsdatabasen

Lokalt arbete for globala mal
Varlden ar global och grénsoverskridande. 3 traum
Halland &r en del av omvérlden och e
omvarlden ar en del av Halland. Den lokala

arenan ar Bolagets hemmaplan och det ar
dar fokus ska ligga, men for att fa basta
mojliga utvaxling ar det viktigt att
identifiera kopplingar mellan det globala
och lokala. Genom att utga ifran
internationella ramverk forankras Bolagets
hallbarhetsarbete i ett globalt
sammanhang, samtidigt som fokus ligger
pa att gora skillnad pa lokal niva.

10 %

a
1=
-

FN:s globala mal utgor den mest ambitidsa
agenda for hallbar utveckling som
nationerna nagonsin har undertecknat. Det
ar ett fantastiskt initiativ, men det staller
ocksa krav - inte bara pa regeringar utan
ocksa pa foretag och allménheten. Att
arbeta utifran dessa mal och bidra med det
Bolaget kan pa en lokal niva ar en
sjalvklarhet.

Lansforsakringar Halland har valt att
fokusera lite extra pa fyra av de totalt
sjutton malen. Dessa omfattar de omraden
som ligger narmst verksamheten och dar
det finns storst mojlighet att gora skillnad
for kunder och hallanningarnaii stort.
Malen inrymmer alla dimensioner av
hallbar utveckling; ekologisk hallbarhet,
social hallbarhet och ekonomisk héllbarhet.

12

Da kapitalforvaltningen agerar pa den
globala arenan, och utmaningarna saledes
till viss del &r andra &n de pa lokal niva, ar
denna undantagen de fyra fokusmalen.

FORSKNING

Sedan 1970-talet finansierar
Lansforsakringsgruppen, via en
forskningsfond, forskning kring dagens och
morgondagens ekonomiska, sociala och
fysiska trygghetsutmaningar for kunder
och samhéllet i stort. Fonden gor
utlysningar dar forskare vid svenska
universitet, hogskolor och oberoende
forskningsinstitut kan anséka om
forskningsbidrag. Anslag ges till projekt pa
en kvalificerad vetenskaplig niva med
relevans for Lansforsakringars
verksamhet. Resultaten anvands i den egna
affarsutvecklingen samt i dialog med
kunder och andra intressenter i samhéllet,
sasom kommuner, lansstyrelser,
Trafikverket och andra bransch-
organisationer. Forskningsresultaten gors
allmant tillgéngliga och bidrar till en
kunskapsbaserad trygghetsutveckling i
samhallet.
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BOLAGETS FOKUSOMRADEN

MAL 3: HALSA OCH VALBEFINNANDE

Lansforsakringar Hallands arbete

Bolaget arbetar for att minska psykisk och fysisk chalsa och for att bidra
till ett okat valbefinnande hos hallanningarna. Arbetet bedrivs saval internt
som externt. Bolaget arbetar ocksd med skadeférebyggande arbete inom
trafiksékerhet och vara en aktiv aktor som bidrar till en ékad trygghet och
sakerhet bade i stadsmiljo ochi den hallandska landsbygden.

MAL10: MINSKAD OJAMLIKHET

Lansforsakringar Hallands arbete

Bolaget arbetar for ett ekonomiskt, socialt och miljémassigt inkluderande
och jamstallt samhélle dér hallénningarna kénner sig trygga och har lika
varde och méjligheter. Extra fokus ligger pa att na ut till grupper i samhallet
som vi idag har svart att na, eller som kénner sig sarskilt otrygga.
Jamstalldhetsarbetet bedrivs saval bland vara medarbetare som i métet
med vara kunder.

MAL11: HALLBARA STADER OCH SAMHALLEN

Lansforsakringar Hallands arbete

Bolaget arbetar aktivt for att bidra till 5kad ekonomisk, social och miljé-
massig trygghet och sakerhet for halldnningarna. Alla ska ha tillgang till ett
tryggt och héllbart boende och kénna sig sakra i sin narmiljo. Bolaget ska
bidra genom skadeférebyggande arbete och genom att vara en aktiv aktor
pa den lokala arenan. Dartill ska Bolaget arbeta med klimatanpassning och
miljofrégor med fokus pé att minska var egen klimatpaverkan, dela med
oss av var kunskap och vart engagemang till vara kunder och samhallet

i stort samt driva pa arbetet med férebyggande atgérder i samhallet for
att hantera och minska risker kopplade till klimatfrandringarna.

MAL12: HALLBAR KONSUMTION OCH PRODUKTION

Lansférsakringar Hallands arbete

Bolaget arbetar aktivt for att minska verksamhetens negativa miljopaverkan
genom anvandning av naturresurser. Extra fokus ligger pa skaderegleringen
dar materialatgangen ska effektiviseras, samt pa Bolagets méjligheter att
mata verksamhetens koldioxidavtryck. Bolaget ska ocksa arbeta for att
hitta alternativa l6sningar inom atervinning och aterbruk. Samarbete med
externa aktorer och att ha ett innovativt férhallningssatt ar nyckelfaktorer.
Dartill ska vart hallbarhetsarbete avspeglas gentemot vara samarbets-
partners och leverantorer dar en viktig del ar minskad miljopaverkan,

okad integrering av hallbarhetsfragor i det dagliga arbetet samt en okad
transparens inom omradet.

&)

Exempel pa aktiviteter

+ Halsoteam for medarbetare
+  Stod till idrottsfereningar

+ Samarbete med Gubbe

\
o0

~r

Exempel pa aktiviteter

+ Foreningsstod

+ Samarbete med Ung
Féretagsamhet

+ Sommarsimskola

1 :

{1 5

7] I

Exempel pa aktiviteter

+ Skadeforebyggande
arbete

+ Grannsamverkan

+ Atervinningstjanst

+ HKlimatriskarbete

&

Exempel pa aktiviteter

+ Netto-noll-avtryck &r 2045

+  Atervinningstjénst

+ Milje- och kvalitetscertifiering
+  Cirkular skadehantering

+ Deltagande i forskningsstudier
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HALLBARHETS-
RAPPORT

Hallbarhetsrapporten beskriver hur
Bolaget under réakenskapsaret arbetat med
sina vasentligaste hallbarhetsfragor samt
vilken paverkan verksamheten har pa
samhaélle, manniskor och milj6. Den
beskriver ocksa hur Bolaget arbetar med
hallbarhetsrisker och affarsmassiga
mojligheter samt hur hallbarhetsfragor ar
integrerade i Bolagets affarsmodell.

Hallbarhetsrapporten ar upprattad i
enighet med 6 kap. 11 § arsredovisnings-
lagen (ARL) for rakenskapsaret 2023 och
inbegriper omradena: milj6- och
klimatrelaterade aspekter, sociala och
personalrelaterade aspekter, manskliga
rattigheter samt motverkan av korruption.

Rapporten avser koncernen
Lansforsakringar Halland som innefattar
dotterbolagen:

+ Lansforsakringar Halland Holding AB
(556972-5376)

« Lansforsakringar Halland Forvaltnings AB
(556596-0837)

+ Lansforsakringar Halland Skog AB
(559180-7416)

Information och data galler for perioden 1
januari - 31 december 2023.

HALLBARHETSPROJEKTET 2.0

Som finansiell aktor ar Bolaget foremal for
de manga hallbarhetsrelaterade regelverk
som redan idag tratt i kraft och som i
framtiden kommer att trada i kraft - inte
minst forordningar, direktiv och beslut
inom ramen for EUs Handlingsplan fér en
Hallbar Finansmarknad. En handlingsplan
som ska mojliggora att kapitalfloden styrs
mot mer hallbara investeringar och att
hallbarhet integreras i riskhanteringen.

For att sakerstalla foljsamhet med de
hallbarhetsrelaterade regelverken drivs
det inom Lansfoérsakringsgruppen ett
internt projekt kallat Hallbarhetsprojektet
2.0. Projektet drivs genom ett antal
arbetsstrommar med olika fokus som
stottas av funktioner som arbetar
tvarfunktionellt 6ver olika bolag inom
gruppen och mellan roller.

Malet med projektet ar att
Lansforsakringsgruppen ska gora
gemensamma regelverkstolkningar och
koordinera implementeringen av
hallbarhetsregelverk genom ett tydligt
processflode med effektiv
ansvarsfordelning.
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Pa Lansforsakringar Halland finns det en
lokal inférandegrupp som ansvarar for att
verkstalla de leveranser som kommer fran
arbetsstrommana. Gruppen bestar av
medarbetare med olika roller och
kompetenser for att stalla om
verksamheten sa att den blir foljsam med
de nya kraven.

CSRD

1januari 2023 tradde CSRD (Corporate
Sustainability Reporting Directive) i kraft.
Ett direktiv som ska ersétta det nuvarande
direktivet om icke-finansiell rapportering,
NFRD (Non Financial Reporting Directive).
Syftet med CSRD ar att mer transparenta,
robusta och jamférbara hallarhetsdata ska
bidra till 6kade investeringar i hallbara
verksamheter.

Rapportering ska enligt CSRD ske i enighet
med de obligatoriska europeiska
standarderna for hallbarhetsrapportering,
ESRS (European Sustainability Reporting
Standard). Standarderna omfattar miljo-
och sociala fragor samt bolagsstyrning.
ESRS tillhandahaller riktlinjer och krav for
hur féretag ska rapportera om hallbarhets-
fragor, inklusive upplysningskrav och
rapporteringsformat, och bygger pa
principen om dubbel vasentlighet. Dubbel
vasentlighet innebar att hallbarhetsfragor
som verksamheten pduerkar och pduverkas
av identifieras. Den dubbla vasentlighets-
analysen utgor grunden for vad
verksamheten ska fokusera pa i sitt
héllbarhetsarbete och i sin héllbarhets-
rapportering, samt avgor vilka
upplysningar som blir obligatoriska att
rapportera pa.

Fran och med 2025 ska Bolaget rapportera
i enighet med CSRD, men redan nu pagar
forbereder. Under vintern 2023
genomfordes véasentlighets-analyser for
kapitalforvaltningen, sak-verksamheten,
banken och 6vrig verksamhet. Under forsta
halvan av 2024 planeras intressentdialoger
genomforas, i syfte att sakerstalla att inga
vasentligheter missats, vartefter
vasentligheterna ska prioriteras och
valideras - forst av féretagsledning och
sedan styrelsen. Sist men inte minst ska en
GAP-analys ska goras.

Parallellt pagar ett arbete med att 6ka
kompetensen kring fragornai hela
verksamheten. Under aret har styrelsen,
foretagsledningen och inférandegruppen
gatt en utbildning i nya hallbarhets-
regelverk. Dessutom har ansvaret for
rapportering av hallbarhetsdata sedan ett
ar tillbaka férdelats ut i verksamheten via
ett rapporteringsverktyg. Detta for att
forbereda medarbetare pa vad som komma
skall samt for att oka kvalitén pa data.

OMRADEN I HALLBARHETSRAPPORTEN

MILJO- OCH
KLIMATRELATERADE
ASPEKTER

SOCIALA OCH
PERSONALRELATERADE
ASPEKTER

MANSKLIGA
RATTIGHETER

MOTVERKAN AV
KORRUPTION
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STYRNING OCH
RISKHANTERING

STYRNING

Bolagets hallbarhetsarbete ska efterstrava
att kombinera affars- och samhallsnytta.
Styrning av hallbarhetsarbetet och dess
relaterade risker ar darfor integrerat i
foretagsstyrningssystemet och regleras i
styrdokument. Styrdokumenten ska
uppdateras arligen och faststallas av
styrelsen eller beslutas av vd efter samrad
med féretagsledningen.

Styrelsen har det dvergripande ansvaret
och ska besluta om vasentliga fragor vad
galler organisationens paverkan pa hallbar
utveckling. Valberedningen har i uppdrag
att foresla styrelseledaméter infor
stémmans beslut och ansvarar for
l@mplighetsprévning. Inom ramen for
l@mplighetsprévningen bedoms saval
styrelsens samlade, liksom de enskilda
ledaméternas kompetens. Kompetens-
omraden utifran vilka styrelseledamoterna
provas omfattar bland annat hallbarhet
som klimatrisker. Styrelsens samlade
kompetens ska vid var tid vara tillracklig i
forhallande till Bolagets behov.

Vd ansvarar och beslutar det som faller
inom ramen for den 6pande forvaltningen
enligt styrelsens riktlinjer och anvisningar.
Vd tillsammans med foretagsledningen
beslutar i samrad med hallbarhetsstrateg
om hallbarhetsarbetets fokus och
framdrift. Vd ansvarar for att organisera
och delegera det operativa ansvaret samt
befogenheter till respektive
affarsomradeschef for att mal ska kunna
integreras i affarplaneringen och for att
sakerstalla att det finns tillrackliga
resurser. Implementering av arbetet sker
inom respektive affarsomrade.

Bolagets hallbarhetsstrateg driver
samordning och utveckling och fungerar
som en radgivande funktion i hallbarhets-
arbetet. Hallbarhetsstrateg ar
6vergripande ansvarig for att [6pande
mata och folja upp malen pa bolagsniva.
Arbetet ska halvarsvis rapporteras till
riskhanteringsfunktionen styrelsen och
foretagsledningen. Affarsomradeschefer,
med stdd fran hallbarhetsstrateg, ansvarar
for att ta fram en fardplan som beskriver
aktiviteter for att uppna de mal som satts
upp pa kort-medel och lang sikt.
Hallbarhetsstrateg ansvarar tillsammans
med ekonomichef for den arliga
hallbarhetsrapporteringen, vilken ar en
viktig del av uppféljningen av
hallbarhetsarbetet. Styrelsen godkanner
arligen hallbarhetsrapporten, vartefter den
faststalls av fullmaktige pa arsstamman.

Transaktion 09222115557511607789

Hallbarhetsmal i affarsplanen
Under 2024 ska hallbarhetsmal kopplade
till de verksamhetsovergripande malen for
reducering av klimatpaverkan och/eller
héllbarhetsarbetets fokusomraden séttas
inom varje affarsenhet. Detta ar ett satt att
tydliggéra hur de verksamhets-
6vergripande malen ska uppnas samt vad
som behdver matas for att folja upp
arbetet. Nar dgandeskapet tydliggors pa
detta sétt ar ambitionen ocksa att
hallbarhetsfragor kommer bli alltmer
integrerade och prioriterade i det dagliga
arbetet. Dartill kommer Bolaget under
2024 aven bérja arbeta i enighet med en ny
affarsplaneringsprocess. Den nya
processen innebar att inspel gallande
hallbarhet kommer ske i ett tidigare skede
for att fragan pa sa satt ska bearbetas och
hanteras mer proaktivt.

Overgripande principer

Bolaget styrs indirekt av FN-initiativ
paskrivna av Lansforsakringar AB (LFAB).
Dessa inkluderar; FN Global Compacts tio
principer for manskliga rattigheter,
arbetsforhallanden, affarsetik och miljo,
principer for ansvarsfulla investeringar
PRI, principer for hallbar bank PRB och
principer for hllbara forsakringar PSI. FN-
initiativen ligger till grund fér gemensamma
riktlinjer som ska vagleda
Lansforsakringsgruppens inriktning pa
héllbarhetsarbetet.

RISKKATEGORI EXEMPEL PA RISKOMRADEN

RISKER & RISKHANTERING
Bolagets verksamhet &r forenad med
risktagande och det ar darfor viktigt att
arbeta strukturerat och disciplinerat med
riskhantering. Detta for att kunna fatta
medvetna beslut, understodja strategiska
mal, undvika forluster och stédja en positiv
och hallbar samhallsutveckling.

Hallbarhetsrisk definieras i Bolagets
Riskpolicy och &r risk som aterfinns i hela
riskhanteringssystemet. I Riktlinje for
riskhantering, intern styrning och kontroll
definieras ocksa de olika typerna av
hallbarhetsrisk. Bolaget efterstravar att
identifiera, vardera, hantera och
rapportera alla hallbarhetsrisker
relaterade till verksamheten. Hallbarhets-
risker, med sarskilt fokus pa klimatrisk, ska
integreras i foretagsstyrmingssystemet och
riskhanteringsprocessen.

Vasentliga hallbarhetsrisker hanteras
(6pande under aret och ar en del i det
systematiska riskhanteringsarbetet och
Bolagets ERSA (Egen risk- och
solvensanalys), strategi och
affarsplaneringsprocess. Arligen upprattas
dessutom ett klimatbokslut dar
verksamhetens paverkan pa klimatet méts,
samt en klimatriskrapport i enighet med
TCFDs (Task Force on Climate Related
Financial Disclosure) rekommendationer i
syfte att identifiera, bedéma och hantera
Klimatrelaterade risker och mojligheter.

RUTINER OCH SYSTEM FOR RISKHANTERING

Hallbarhetsrisk Lagar och regler, integrering av
héllbarhetsarbetet, kompetens,

investeringar.

Obligatorisk hallbarhetsutbildning fér
medarbetare, exkluderingslista for investeringar,
regelbunden genomlysning av kapitalférvalt-
ningsportféljen, uppférandekod for leverantorer,
regelbunden uppfoljning av leverantérer, funktion
for visselblasning.

Milj&- och klimat-
relaterade risker

Bolagets paverkan pa miljé och

samt uppstroms och nedstroms i
Bolagets vardekedja. Exempelvis
paverkan fran Bolagets energi-
férbrukning, investeringar, inkép,

tjdnsteresor och skaderegleringen.

Klimatférandringarnas finansiella
paverkan pa Bolaget i form av
okade forsakringskostnader till
foljd av extremvader och natur-
skador, vardeforandringar pa

underliggande sakerheter i kredit-

givningen och vardeférandringar
pa investeringar.

klimat fran den egna verksamheten

Klimatbokslut, koldioxidredovisning av
investeringar, riskbesiktningar, skade-
férebyggande arbete, naturskadesamordnare,
klimatriskrapportering (TCFD), regional
samverkan,

Sociala och
personal-
relaterade risker

Sjukfrénvaro, ohalsa bland
medarbetare, arbetsmiljo,
rekrytering, lamplighet,
diskriminering, ojamstalldhet.

Hollektivavtal, medarbetarundersokningar,
medarbetarsamtal. brandévningar, sékerhets-
utbildning, intern uppférandekod, lamplighets-
bedémning av medarbetare, sjukvardsforsakring,
friskvardsbidrag, regional samverkan.

Intressekonflikter, erbjudande
om att ge eller ta emot otillétna
formaner.

Korruptionsrisker

Lamplighetsprévning for medarbetare, intern
uppfdrandekod, antipenningtvéttsutbildning,

Risker inom Inkop, samarbetspartners och
manskliga underleverantérer.
rattigheter

Intern uppférandekod. uppférandeked for
leverantorer, FNs principer for ansvarsfulla
investeringar.
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VERKSAMHETS-
OVERGRIPANDE
STYRDOKUMENT

POLICYATAGANDEN

Bolagets ataganden med avseende pa
ansvarsfullt foretagande utgar fran
lagkrav, normer samt branschstandard och
skaintegreras i relevanta styrdokument.
Arlig 6versyn sker av styrdokument och
det finns rutiner och kontroller i
verksamheten som sakerstaller
efterlevnaden av styrdokumenten.

Respektive processagare ansvarar for
implementering och uppfdljning av
policyatagandena. Ledare/ chefer i
organisationen ansvarar for att
kommunicera dessa till sina medarbetare
och medarbetarna ar i sin tur ansvariga fér
att formedla atagandena vidare till kunder
och/eller samarbetspartners i de fall detta
ar relevant.

Samtliga medarbetare har tillgang till
Bolagets styrdokument pa intranatet och
gar obligatoriska utbildningar kring
styrdokument och deras innehall. Nya
medarbetare informeras om innehallet i
hallbarhetspolicyn och andra relevanta

STYRDOKUMENT FOR HALLBARHET

Redovisningsomrade enligt
Arsredovisningslagen

riktlinjer under introduktionen.
Dessutom ska alla medarbetare arligen
genomfora obligatoriska e-utbildningar
som inkluderar hallbarhet, sékerhet och
Bolagets Uppférandekod.

Hallbarhetspolicy

Hallbarhetspolicyn beskriver viljeriktningen
for hallbarhetsarbetet och ska ge chefer
och medarbetare vagledning i det dagliga
hallbarhetsarbetet. Policyns syfte ar
faststalla ramarna for hur héllbarhets-
arbetet ska integreras i hela verksamheten
med malet att Bolaget standigt utvecklas
och bidrar till ett tryggt och skadefritt
Halland. Hallbarhetsarbetet ska efterstrava
att kombinera affars-och samhallsnytta.

Hallbarhetspolicyn bygger pa de tre
bolagsévergripande hornstenarna; ett
tryggt erbjudande, ett tryggt foretagande
samt langsiktigt miljo- och
samhallsengagemang.

Verksamhetsplan for
hallbarhetsarbetet

Verksamhetsplanen for hdllbarhetsarbetet
redogor hur det 6vergripande hallbarhets-
arbetet ska bedrivas i praktiken. Planen ar
utformad for att koppla Bolagets
karnverksamhet till FN:s globala mal for en
hallbar utveckling.

Policy och styrning av redovisningsomradet

Riktlinje for reducering av

klimatpaverkan

Genom Riktlinje for reducering av
klimatpdverkan har styrelsen faststallt en
verksamhetsévergripande plan for hur
Bolaget ska arbeta for att over tid
minimera klimatpaverkan och klimat-
riskerna i verksamheten. Malet &r att vara
klimatpositiva 2050, med delmal om att
reducera koldioxidavtrycket med minst
55% 2030 och vara klimatneutrala 2045.

Uppforandekod for leverantorer
Uppférandekod for leverantérer tydliggor
de krav Bolaget stéller pa leverantorer av
varor och tjanster. Uppforandekoden ar
baserad pa FN:s Global Compact's tio
principer for hallbart foretagande och
tacker in omradena: manskliga rattigheter
& arbetsforhallanden, miljo & klimat samt
affarsetik.

Riktlinje for riskhantering

Riktlinje for riskhantering, intern styrning
och kontroll beskriver Bolagets arbete med
intern styrning och kontroll samt
riskhantering utifran definierade
riskkategorier. Hallbarhetsrisker &r risker
for att Bolaget eller Bolagets kunder
drabbas negativt av handelser kopplat till
milj6 och klimat, sociala och etiska
aspekter eller lednings- och
styrningsaspekter.

Miljo- och klimatrelaterade
aspekter

Riktlinje for reducering av klimatpaverkan
Personalhandbok
Riktlinje for skadehantering

Sociala och personal-
relaterade aspekter

Motverkan av korruption

Manskliga rattigheter

Hallbarhetspolicy

Verksamhetsplan for hallbarhet
Riskpolicy

Riktlinje for riskhantering, intern
styrning och kontroll

Uppfoérandekod for leverantorer
Riktlinje for rapportering av incidenter
och vasentlig handelse

Riktlinje for inkdp och upphandling
samt avtalshantering

Policy for kapitalforvaltning och
ansvarsfulla investeringar

Riktlinje for forvaltning av bolagets
placeringstillgangar

Riktlinje for ansvarsfulla investeringar
Policy for produktutveckling och
produktdistributionssystem

Policy for affar och férsaljning
Riktlinje for teckning av forsakring

Personalhandbok

Uppforandekoden (avser medarbetare)
HR-policy

Riktlinje for samhallsengagemang
Riktlinje for ersattning

Riktlinje for lamplighetsbedomning

Sakerhetspolicy och sakerhetsriktlinjer
Policy for agarstyrning

Riktlinje for forvaltning av bolagets placerings-
tillgangar

Riktlinje for ansvarsfulla investeringar
Riktlinje for hantering av gavor, beléningar
och andra forméner

Riktlinje for identifiering och hantering av
intressekonflikter

Riktlinje for informationshantering
Riktlinje for klagomalshantering
Uppforandekoden

Policy for styrning och organisation

Policy for agarstyrning
Uppforandekoden (avser medarbetare)
Personalhandbok
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Klimatbokslut

MILJO- OCH
KLIMATRELATERADE
ASPEKTER

IDENTIFIERADE RISKER

MILJO- OCH KLIMATRELATERAD RISK
—\ 7

"Risken for forluster till f6ljd av en minskad
biologisk mangfald samt ett férandrat
klimat.”

Med klimatrisk avses de risker som
klimatforédndringarna medfér. Dessa &r en
ansenlig risk for hela samhéllet och
kommer fa konsekvenser savél globalt som
lokalt i decennier framéver. Klimatrisker
kan materialiseras antingen genom fysiska
risker, sdsom fler inslag av extremvader
och gradvis hojda havsnivaer, eller genom
omstéllningsrisker, sdsom regulatoriska,
politiska och marknadsmassiga
forandringar relaterade till 6vergangen
mot ett koldioxidsnalt samhalle. Klimatrisk
utgor en finansiell risk for Bolaget i form av
mojlig paverkan pa forsakringsaffaren,
kreditgivning och investeringar.

For att bromsa den globala uppvérm-
ningen, och darmed klimatférandringarna,
maste det ske en skyndsam omstallning av
samhallet. For att inforliva 6ftet om ett
tryggt Halland maste Bolaget darfor
minimera verksamhetens klimatpaverkan i
hela vardekedjan.

RIKTLINJE FOR REDUCERING AV
KLIMATPAVERKAN

Ambitionen for Bolagets klimatarbete
beskrivs i Riktlinje for reducering au
klimatpdverkan - en verksamhets-
évergripande plan for arbetet med
Bolagets pdverkan pd klimatet och klimatets
pdverkan pd Bolaget. Riktlinjen antogs av
foretagsledningen 2021 och av styrelsen
2023.

Riktlinjen faststéller att Bolaget ska
bedriva ett aktivt arbete for att minimera
Kklimatpaverkan och klimatriskerna i hela
verksamheten. Darutover ska Bolaget ska
verka for klimatanpassning av samhallet
for att minska skadeverkningarna av ett
forandrat klimat.

Risker Maijligheter
o
@
Bila?]:st S
Klimatet
Mita Minska Binda

Bolagets arbete kring milj- och klimat-
relaterade risker kopplas primért till tva
fokusmal for hallbarhetsarbetet:
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Arbetet utgdr med andra ord fran tva
perspektiv:

Klimatets pdverkan pd Bolaget

Arbetet med klimatrisker inkluderar att
identifiera, vardera, bedéma och hantera
de finansiella effekterna ett férandrat
klimat har pa affaren. Detta for att kunna
agera proaktivt och anpassa verksamheten
till de nya forutsattningarna ett forandrat
klimat medfor. Klimatrelaterade risker och
mojligheter identifieras arligen genom en
risk- och omvarldsanalys i en s kallad
TCFD (Task Force on Climate Related
Disclosure) -rapport.

Bolagets pdverkan pd klimatet.

Arbetet med att minimera Bolagets egen
klimatpaverkan tar sin utgdngpunkt i att
mata, analysera och reducera
koldioxidutslappen. Mal som ar i linje med
Parisavtalet har satts pa kort, medel och
l&ng sikt. Arligen kartlaggs verksamhetens
direkta och indirekta klimatpaverkan och
rapporteras i ett sa kallat klimatbokslut.

Lansforsakringar Hallands miljo-

och klimatmal

2021 antogs, i och med antagandet av
Riktlinje fér reducering av klimatpdverkan,
verksamhetévergripande klimatmal. Malen
ar evidensbaserade och i linje med
nationella och internationella riktlinjer,
vilket innebar att de kontinuerligt behover
utvarderas i enighet med aktuella rddande
lagar, regler och normer och att de kan
komma att férandras éver tid. Malen ar
satta for olika tidshorisonter och
inkluderar férutom mal fér reducering av
klimatpaverkan dven mal relaterade till
matbarheten av koldioxidutslépp i scope 1,
20ch 3.

Bolagets verksamhet har en relativt liten
klimatpaverkan i Scope 1 och 2 med
anledning av att erbjudandet ar en service.
For att gora skillnad och for att pa riktigt
bidra till omstéllningen har darfor
reduceringsmal for scope 3 inkluderats.
Det kan namligen konstateras att det ar
inom scope 3 som den absolut stérsta
andelen av verksamhetens utslapp uppstar
och dar pdverkanspotentialen ar storst.

Da det inom forsékringsbranschen annu
inte finns nagot gemensamt uttalat
ansvarsomrade, alltsa vad som i vilka scope
ska inkluderas i berakningarna, &r det svart
att gora en bedémning av den procentuella
madtbarheten i dagsldget. Med tiden ar det

dock rimligt att anta att det ar ndgonting
som kommer utvecklas. Tills dess ar det
Bolagets absoluta ambition att i storsta
mojliga man mata alla utslapp som
verksamheten kan antas ha radighet over.

BOLAGETS KLIMATMAL

2030

Reducera klimatpaverkan med minst 55%
+ 100% mdtbarhet i Scope 1& 2

«  75% matbarhet i Scope 3

2045

Klimatneutrala

+ 100% mdtbarhet i alla Scope
Senast 2050

Klimatpositiva

+ 100% mdtbarhet i alla Scope

Under 2024 &r ambitionen att fardigstalla
en fardplan som inkluderar tydliga delmal i
linje med de mer langsiktiga malen.
Dessutom ska respektive affarsenhet sitta
mal for reducering av klimatpaverkan i linje
med Bolagets 6vergripande mal.

KLIMATETS PAVERKAN PA
BOLAGET

Klimatrelaterade risker delas typiskt in i
tva kategorier:

Fysiska klimatrisker

Risker direkt kopplade till att klimatet blir
varmare. Fysiska klimatrisker delas in i
akuta risker, sa som fler och mer omfattade
inslag av extremvader, samt kroniska risker,
vilka ar irreversibla klimateffekter sa som
gradvis hojda havsnivaer eller rubbade
ekosystem.

Omstillningsrisker

Risker som ar en effekt av samhallsmassiga
aktiviteter vilkas primara syfte ar att bidra
till reducerade koldioxidutslapp och minska
den globala uppvarmningen. Omstallnings-
risker delas in i regulatoriska risker,
marknadsrisker, teknologiska risker och
varumdrkesrisker.

Grundprincipen &r att en snabbare
minskning av vaxthusgasutlslapp leder till
storre omstallningsrisk och mindre fysisk
risk. Omvant leder en langsammare
minskning av utslapp till lagre
omstéllningsrisk men hogre fysisk risk.
Som ett kustnara lan véantas Hallands
arsmedeltemperatur enligt SMHI 6ka
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mellan 2,5°C och 4,5°C &r 2100, vilket
motsvarar arsmedeltemperaturer mellan
9°C och 11°C. Antalet varma dagar vantas
bli fler, vegetationsperioden 6ka med 2-3
manader och nederbérden kan komma att
6ka med 15-25%. Dessutom vantas
vattennivaerna i saval havet somii
vattendrag att stiga med upp till 3 meter.
Halland framtida vader och klimat kommer
med andra ord hdgst troligt skilja sig
anmarkningsvart jamfort med dagens
klimat.

Klimatforandringar utgér en finansiell risk
for Bolaget genom bland annat 6kade
forsakringskostnader till foljd av mer
frekventa extremvader och naturskador.
Risken ar ocksa att vardet pa
underliggande sakerheter i kreditgivningen
paverkas negativt av klimatférandringarna
vilket leder till 6kade kreditforluster.
Risken finns dessutom att omstéllnings-
risker, sa som regulatoriska, politiska och
marknadsmassiga forandringar relaterade
till dvergangen mot ett koldioxidsnalt
samhélle, paverka de bolag som Bolaget
investerar i, vilket far negativa effekter pa
kapitalforvaltningsportfoljens varde.

Naturskador

Den globala uppvarmningen férandrar
vaderménster, klimat och vattnets
kretslopp vilket i sin tur paverkar
ekosystem, samhallsfunktioner och
manniskors hélsa. Extrema vaderhandelser
sa som skyfall, dversvamningar, torka och
brénder blir inte bara allt vanligare utan
ocksa mer kraftfulla. Det star helt klart att
handelser och skeenden som tidigare varit
extremt ovanliga inte langre kan betraktas
som osannolika. Darfér maste Bolaget
redan nu, vid 1,2 graders uppvarmning, ta
6kad frekvens och amplitud/storlek av
extremvader i beaktande i det dagliga
arbetet.

Naturskador delas in i olika naturskade-
typer. Det kan vara beroende pa vad som
orsakat skadan, till exempel insekter, eller
beroende pa vilka omraden/objekt som
drabbas, till exempel om storm skadat skog
eller byggnader. Naturskadetyperna
definieras som; skogsangrepp av insekter
och andra skadegérare, skogsbrand, storm,
vinterskada, dska, 6uersudmning och éuriga
naturskador.

Naturskador praglas av stor volatilitet och
en serie pa flera ar med normalstora
naturskador avbryts av enskilda ar med
katastrofvader. Forenklat kan man saga att
forsakringar tacker manga av de akuta
fysiska klimatriskerna, men i stort sett inga
av de kroniska. Beroende pa natur-
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skadornas storlek och art varierar darfor
kostnaderna for Bolaget over tid.

De senaste 10 aren har medelvardet av
arskostnader fér naturskador i Halland
varit 292 miljoner kronor och medelskade-
kostnaden 22 000 kronor. 2023 var
motsvarande kostnader 356 miljoner
kronor respektive 25 000 kronor. Jamfors
den arliga skadekostnaden for naturskador
i Halland 1995-2023 gar det att se en tydlig
trend dar kostnaden okat successivt 6ver
tid. Detsamma géller antal skador - det
arliga antalet skador de senaste 10 aren
har varit dubbelt sa manga som under 90-
talet. 2012-2022 stod naturskador for cirka
10% av Bolagets totala skadekostnad.

Av de totalt 13 970 naturskador som
intraffade 2023 var dryga en tredjedel
storm ej skog, en tredjedel 6uersuimning
och en femtedel dska. Jamfort med antal
skador fordelat pa naturskadetyp 1995-
2023 ar det fler uersudimningsskador och
mindre storm ej skog. Over tid har storm
skog stétt for 31% av den totala kostnaden,
trots att skadorna till antal endast utgor
7%.

Klimatrisk ar en systematisk risk som till
foljd av sin breda samhallspaverkan
omojligt helt kan elimineras. Som kundéagt
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bolag ska Bolaget ta sitt ansvar att vara en
del av arbetet med att férebygga och
hantera klimatrelaterade risker och skador
som kan komma att paverka kunder och
hallandska samhallet i stort.

Lansforsakringsgruppen har tillsammans
infort en nationell plan for att forebygga
och hantera klimatrelaterade risker och
skador. Planen @mnar ocksa 6ka formagan
till samarbete och koordinerat agerande
for att gora samhallet mer motstands-
kraftigt. S& kallade naturskadesamordnare
finns darfor pa nastan alla 23
Lansforsakringsbolag, vilka har till uppgift
att analysera risker och handelser
kopplade till naturskador samt driva
arbetet med att forebygga skador.

Bolaget ska ta sitt ansvar gallande
naturskador genom att vara en aktiv aktor
och en kunnig part som stéttar kunderna.
Detta gors bland annat genom att
informera kunder om hur de kan skydda sig
sjalva, sin egendom och sin fastighet mot
naturskador vid storm, aska,
éversvamning, varmebdlja, torka och
kraftiga sndmangder, samt hur de kan
minska risken att skapa brander i skog och
mark. Dartill fors dialog med beslutsfattare
i samhéllet kring klimatanpassning och
planering av bebyggelse och infrastruktur.
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Bolagets klimatrelaterade risker
Som ett led i arbetet med att kartlagga
klimatets paverkan pa Bolaget gors arligen
en TCFD-rapport. Rapporten dr ett
strategiskt verktyg i miljo- och
klimatarbetet i den mening att den ska
bidra med kunskap och struktur for att
identifiera, vardera och hantera
klimatrelaterade risker och nya
affarsmojligheter. I bilden nedan redogérs
kortfattat for ett urval av de risker och
mojligheter som identifierats inom
forsakring, bank och kapitalférvaltningen.

2023 genomfordes en workshop for
affarsomrade forsakring i syfte att bedoma
Klimatrisk utifran Bolagets affarsgrenar
(Lines of Business enligt Solvens 2-
regelverket) pa kort, medel och lang sikt.

Denna work shop ledde fram till f6ljande
resonemang:

Pa kort sikt kommer klimatférandringarna
framst ha en paverkan pa egendoms-
affaren for privatpersoner, féretag och
lantbruk. Bolaget bedomer att kostnaderna
for aterforsakring kommer att 6ka, vilket
kommer kréva atgarder for att minska
kostnaderna och 6ka intékterna.

Pa medelléng sikt kommer klimatriskerna
att oka och bli betydande for Bolaget. Det
blir da viktigt att anpassa produkter och
tjanster efter forutsattningarna och ta ut
ratt premier for ratt risk. Det blir ocksa
viktigt att anpassa verksamheten och
erbjudandet till teknikutveckling och
forandrade kundpreferenser.

Det ar svart att gora en bedémning om hur
klimatet kommer paverka risken i Bolaget
pa lang sikt eftersom utvecklingen i
varlden gar sa snabbt framat. Det kan dock
antas att strategier och affarsmodeller
kommer behdva anpassas successivt for

RISKER OCH MOJLIGHETER

att méta klimatriskernas effekter och ta
vara pa eventuella méjligheter inom
respektive affarsgren.

Scenarioanalyser

I enlighet med TCFDs rekommendationer
gors klimatrelaterade scenarion for
forsakring, bank och kapitalférvaltning.
Detta for att testa och beakta
motstandskraften i Bolagets miljo- och
klimatrelaterade strategi. Arets resultat
indikerar att klimatférandringar kan
komma att fa stora finansiella effekter pa
kort, medelldng och lang sikt.

Infér arets ERSA gjordes dessutom en
modellering av 6versvdmningsscenarion
for avtal och fastigheter inom férsakrings-
verksamheten med hjalp av ett

geografiskt informationssystem (GIS).
Analyser av resultatet pavisade att 3,4% av
Bolagets bestand (privat, foretag, lantbruk)
befinner sig i ett riskomrade och skulle
drabbas vid ett maximalt flode.

Affarsmojligheter

Klimatrelaterade risker utmanar
kérnverksamheten idag, imorgon och i
framtiden. Genom att arbeta strukturerat
med att identifiera, vardera och hantera
riskerna pa ett sddant sétt att
verksamheten staller om till de nya
forutsattningarna, genom exempelvis
samarbeten, nya produkter, pa nya
marknader eller till nya segment, kan
effekten bli att nya affarsméjligheter
identifieras.

BOLAGETS PAVERKAN PA
KLIMATET

Bolaget arbetar aktivt med att ta ansvar
for verksamhetens klimatpaverkan. I
arbetet ingar att faststalla hur utslapp ska
métas, minskas och till sist hur den del av
utslappen som inte gar att eliminera helt
ska bindas.

Mata

Bolaget gor arligen ett klimatbokslut i linje
med den globala standarden for att
berdkna, hantera och rapportera
vaxthusgasutslapp - GHG (Green House
Gas Protocol) -protokollet.
Klimatbokslutet ar en viktig pusselbit i
arbetet med att kartlagga, berdkna och
folja upp verksamhetens koldioxidutslapp. I
en gemensam anstrangning hjalps beroérda
medarbetare, leverantorer och samarbets-
partners at att rapportera utsldppsdata
forenlig med de aktiviteter verksamheten
agnar sig at.

Minska

Klimatbokslutet synliggér var Bolagets
storsta klimatpaverkan finns, och ddrmed
var det finns storst mojlighet att paverka.
Pa s3 sétt kan bokslutet vagleda i vart det
ar resurseffektivt att vidta atgarder for att
minska avtrycket. Genom att redovisa
koldioxidavtrycket arligen féljs resultaten
upp over tid och det gar att folja att de
atgarder som vidtas ger 6nskad effekt.
Minskningen av varsamhetens utslapp ska
pa sikt vara i linje med Bolagets
reduceringsmal till 2030, 2045 och 2050.

Binda

De utslapp som Bolaget inte kan reducera
ska bindas tillbaka i jorden eller haven.
Genom att lagra kol i jorden forbattras
jordhalsan och den biologiska mangfalden
framjas. Okad kolinlagring gér jorden
bordig och ger darmed 6kad skérd och
[6nsamhet. Kustnara ekosystem har
formagan att binda stora mangder
koldioxid som kan lagras i havsbotten i
hundratals till tusentals ar. Att bevara och
skydda havskusten ar darfor ett satt att
forbattra forutsattningarna att binda kol.
Som kundagt och halldndskt bolag ar
ambitionen att binda kol lokalt, tillsammans
med exempelvis lantbrukskunder.

Forsakring

RISKER

Okade forsakringskostnader till foljd av
extremvader och klimatforandringar, okade
aterforsakringskostnader, férsakrings-
erbjudanden som inte moter kundernas
hallbarhetspreferenser.

MOJLIGHETER

Bidra med kunskap om klimatrisker och
metoder for att minsha risken fér skador.

Pa egen hand och i samverkan med lokala
aktérer informera om och vidta skadefare-
byggande atgarder for att hjalpa kunder och
det hallandska samhallet.

Transaktion 09222115557511607789

Bank

RISKER

Bankerbjudanden som inte méter kundernas
héllbarhetspreferenser, okade kreditforluster,
vardeminskning av kreditsékerheter.

MOJLIGHETER

Tillhandahalla produkter som finansierar eller
stodjer klimatomstallningen.

Investeringar

RISKER

Vardeférandringar pa grund av omstallnings-
faktorer, strandade tillgangar.

MOJLIGHETER

Investera i bolag och projekt som bidrar till
klimatomstéllningen, paverka portféljbolag
att satta klimatmal och stélla om sin verk-
samhet.
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Klimatbokslut 2023

Bolagets utslapp berdknas i absoluta
termer som ton koldioxidekvivalenter
(tCOze). Grunden for valt omfang &r
operationell kontroll och innebar att
utslapp som tillskrivs Bolaget baseras pa
Bolagets radighet dver verksamheter och
aktiviteter. Avgransningar har framst
gjorts med anledning av otillganglig eller gj
tillforlitliga data.

2023 var Bolagets totala koldioxidavtryck
4537,22 tCOze, en 6kning med 3,4% jamfort
med 2022 da avtrycket var 4387,90 tCOqe.
Sedan forra klimatbokslutet har
utslappsposten pendelresor tillkommit och
resultatet for det totala koldioxidavtrycket
ar darfor inte helt jamférbara mellan aren.

Pa sida 14 presenteras klimatbokslutet i sin
helhet. I tabellen redovisas koldioxid-
avtrycket for respektive utslappspost
2022-2023 for att enkelt kunna se hur
dessa 6kat/minskat mellan &ren. Stérst
6kning kan ses i avtrycket for koldmedium
samt renovering och nybyggnation, storst
minskning i kan ses i avtrycket for IT-
utrustning.

Bolagets investeringar utgor det enskilt
storsta avtrycket och star for dryga 70%
av det totala koldioxidavtrycket. Med
utgangspunkt i att begransa klimat-
forandringarna i linje med Parisavtalet har
kapitalforvaltningen antagit en langsiktig
Kklimatsmart vision med mal om att
portfoljen som helhet ska vara
klimatneutral 2045 och med delmal om att
halvera avtrycket till 2030.

15,5% av det totala avtrycket ar kopplat till
skaderegleringen och inkdp av varor och
tjanster for reparationer av uppstadda

FORDELNING AV BOLAGETS AVTRYCK

Bolagsresa0,6%

Skadeverksamhaten
15,5%

[ E—

Ink&ptavaror 0,5%

| - Totalt
Fastighster 4,8%
L 4537,22

— .

Tjansteresor 2%

Renovering
nybyggnation
0.7%

tCO,e
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GHG-PROTOKOLLETS SCOPE

Scope 1

- Féretagets faciliteter

Scope 2 - Féretagsbilar
- Kopt el, &nga, varme och
kylning fér eget bruk
L)}
— 111

ofln

skador. Avtrycket motsvarar 703 tCO2e
och ar endast hanforbart till reparation av
motorskador da Bolaget inte haft méjlighet
att berakna koldioxidavtrycket for
reparationer av vare sig sak- eller
byggskador pa grund av bristfalliga data.
Redovisat avtryck for skadeverksamheten
utgdr med andra ord endast en liten del av
det faktiska avtrycket. Bolaget jobbar
aktivt for att oka matbarheten i alla delar
av skadeverksamheten med forhoppning
om att pa sikt kunna redovisa ett sa
rattvisande koldioxidavtryck som méjligt.

245,48 tCO2e, motsvarande 5,4% av det
totala avtrycket, kommer fran
medarbetarnas pendelresor. Avtrycket
kommer framst fran pendelresor med bil.

Bolagets fastigheter ger upphov till ett
koldioxidavtryck pa 218,53 tCOze, 4,8% av
det totala avtrycket. Av detta star
uppvarmning via fjarrvarme for 142,22
tCOze och kdldmedium for 56,96 tCOze dér
det senare ar en effekt av nyinstallerade
kylsystem i de nyrenoverade kontoren i
Falkenberg och Varberg under 2023.

Pendelresor 5,4%

Hapitalf drvaltningen
[ 70,6%

Scope 3

- Indirekta utslapp fran évri-
ga kéllor: inkopta produkter,
pendling, avfall med mera

A%

(G-o

Nybyggnation och renovering av Bolagets
fastigheter stod for 0,7% av det totala
avtrycket. Utslapp i denna kategori ar inte
arligt aterkommande till skillnad fran
6vriga utslapp och redovisas aret ett
nybygge eller en renovering star klar.
Utslappen kommer séledes minska/
forsvinna i takt med att kontoren
renoverats klart.

Under hosten begav sig hela Bolaget med
samarbetspartners till Visby pa bolagsresa.
Ambitionen var att i sann héllbarhetsanda
bjuda in till "utlandskansla” utan att lamna
Sverige och stora klimatavtryck efter oss.
Koldioxidavtrycket for transport, boende
och mat summerades till 26,51 tCOze och
har berdknats pa underlag framtaget
tillsammans med den resebyra som
anordnade resan. Foretagsledningen
beslutade innan avfard att resan skulle
klimatkompenseras och olika méjliga
klimatkompensationsprojekt undersoks nu.

Majoriteten av Bolagets utslapp uppstar i
scope 3, med andra ord i vardekedjan.
Genom att bland annat styra och folja upp
leverantérer och samarbetspartners,
inkludera miljé och klimatkriterier i
upphandlingsprocessen, investera
ansvarsfullt samt arbeta
skadeforebyggande och enligt cirkulara
affarsmodeller, & malet att minimera
avtrycket i scope 3 6ver tid.

KOLDIOXIDAVTRYCK PER SCOPE
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KOLDIOXIDAVTRYCK tCO ,e 2023 2022 +/-
FORETAGSAGDA FORDON
_ Féretagsbilar 2,22 2,21 0,45%
(;é.:“ UTBYTT KOLDMEDIUM
Kéldmedium 56,96* 0,00 -
TOTALT SCOPE 1 59,18 2,21 2577,83%
EL OCH VARME
E.‘_ Elektricitetsférbrukning (MB) 0,00 0,00 0,00%
a Fjdrrvarme 142,22 126,95 12,03%
TOTALT SCOPE2 142,22 126,95 12,03%
TJANESTERESOR
Flygresor 27,45 20,22** 35,76%
Tagresor 0,12 0,06 100%
Hotellndtter 0,35*** 1,18 -70,34%
Resor i privat bil 58,22 50,55 15,17%
PENDELRESOR
Medarbetares pendelresor 245,48 - -
Hemmakontor 0,23 0,29 -20,69%
INKOP
IT-utrustning 427 110,27 -96,13%
Kontorsmaterial 0,92 0,73 26,03%
Mat & dryck 12,58 11,52%*** 9,20%
Stdd & Hygien 3,94 3,94 0,00%
FASTIGHETER
)
%’i Renovering & nybyggnation 29,36 3,85 > 662,60%
v Avfall 2,06 2,27 -9,25%
Vatten 5,20 5,02 3,59%
Elektricitetsforbrukning 12,09****** 3,79 219,00%
INVESTERINGAR
Kapitalforvaltningsportféljen (S12) 3204,00 3431,00 -6,62%
EL
Externaservrar 0,04 0,05 -20%
SKADEVERKSAMHET
Motor 703,00 614,00 14,50%
Bygg/fastighet = - R
Lésére = - -
BOLAGSRESA
Boende, transport, mat 26,51 - -
TOTALT SCOPE 3 4335,82  4258,74 1,81%
TOTALA KOLDIOXIDUTSLAPP 4537,22  4387,90 3,40%
* Nytt kontor och kylanldggning i Varberg och Falkenberg 2023
**Justerat 2022 drs redovisade avtryck pd rund av berdkningsfel hos systemleverantér
*** Uppdaterad ldgre emissionsfaktorfér mer korrekt utsldppsdata.
“*** Justerat 2022 drs redovisade avtryck enligt samma antaganden som 2023
“** Justerat enhet pa 2022 drs redovisade avtryck
“** Uppdaterad hégre emissionsfaktorfor mer korrekt utsldppsdata.
14
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Dar de storsta utslappen uppstar ar ocksa
dar det finns storst potential att paverka.
Inom dessa omraden ar det viktigt att
Bolaget utmanar arbetssatt och att vidtar
atgarder som leder till minskade utslapp.
Det ska dock poangteras att Bolaget
arbetar for att efter basta formaga minska
alla utslapp och inte stirra sig blind pa de
storsta utslappsposterna.

Att gora klimatbokslut har varit en lardom,
inte minst vad galler svarigheterna med
tillgang til tillforlitliga data. Det forsta
klimatbokslutet som upprattades 2020
inkluderade nastintill enbart utslapp i
verksamhetens scope 1 och 2 och har med
aren kompletterats med utslapp i scope 3.
Som ett resultat har redovisat avtryck
2020-2023 6kat. Okningen ar dock en
effekt av att fler utslappskategorier
inkluderats och inte nddvandigtvis pa
grund av att verksamhetens faktiska
koldioxidavtryck 6kat.

Da Bolaget har som mal att véaxa kan
utslappen fran verksamheten komma att
o6ka i takt med tillvaxten. Det &r darmed
viktigt att, utover att mata avtrycket i
absoluta termer, dven méta resultaten i
relativa termer. Det gors arligen med
matten koldioxidekvivalenter per miljon
kronor i omséttning och per anstalld.

Ton CO ze 2023 2022
Per Omséttning*

4,71 4,80
Mkr
Permedarbetare 17,38 16,25

* Premieintdkter Mkr

Jamfort med 2022 har tCOze/Mkr
premieintékter minskat till foljd av 6kade
premieintakter. tCOze/medarbetare har
6kat med anledning av att antalet
medarbetare minskade fran 270 till 261
under aret samtidigt som Bolagets totala
koldioxidavtryck okade.

Over tid & ambitionen att inkludera alla
aktiviteter och verksamheter Bolaget har
radighet 6ver i klimatbokslutet. I takt med
att Bolaget, tillika marknaden, utvecklas
inom omradet ar férhoppningen att det
redovisade avtrycket kommer vara alltmer
rattvisande.

DEN EGNA VERKSAMHETEN
Utbildning

For att 6ka kompetensen kring milj6- och
Klimat ar det av storsta vikt att utbilda
Bolagets medarbetare. Under 2023 gick
allanyanstéllda en grundldggande
hallbarhetsutbildning. Foretagsledning,
styrelse, inforandegruppen samt deltagare

Transaktion 09222115557511607789

i vasentlighetsanalyserna gick en
grundldggande utbildning om CSRD och
ESRS. Medarbetare som arbetar med
forsakring har under aret gatt en
grundldggande hallbarhetsutbildning
kopplat till sak-verksamheten, vilken
framéver kommer vara en del av AKU
(Arlig Kunskapsuppdatering).

Tjansteresor

Bolagets koldioxidutslapp fran tjansteresor
uppgick 2023 till totalt 88,36 tCO2¢, en
6kning med dryga 19% jamfort med
féregdende &r. Okningen &r ett resultat av
mer resor under 2023 da pandemin och
restriktioner lattat. Resandet med flyg har
6kat och utslappen var 7,23 tCO2e mer an
féregdende &r. Aven resor med privat bil i
tjansten har okat bade sett till antal kérda
kilometer och utslapp. Att tjansteresor
med tag narmare dubblats 2023 jamfort
med 2022 har endast gett upphov till
0,06tCO2e mer i utslapp. Detta pa grund av
att tag har mycket laga utslapp.

Tjansteresor ska ske pa ett sa ekonomiskt,
effektivt, trafiksékert och miljoanpassat
sétt som mojligt. Personalhandboken
faststaller att tjansteresor inom lanet ska
ske med tag i forsta hand. Tjansteresor
utanfor lanet ska ske med tag och resor
med annat fardmedel ska godkannas av
narmaste chef. Moten ska ske digitalt nar
detta ar mojligt och Bolagets medarbetare
ska infor varje tjansteresa préva
mojligheterna att minimera miljopaverkan
exempelvis genom planering av méten och
sammankomster.

Pendlingsresor

2023 genomfdrdes en undersokning
kopplad till medarbetarnas pendelvanor till
och fran jobbet. Svarsfrekvensen var
narmare 50% och resultatet anvandes for
att estimera ett koldioxidavtryck for alla
medarbetare. Avtrycket berdknades till
245,45 tCOze och ar framfor allt drivet av
pendling med bil.

90% av Bolagets medarbetare tar bilen till
jobbet minst en gang i veckan, 25% varje
dag. Dryga 35% av medarbetarna cyklar
fyra till fem dagar i veckan, narmare 60%
gar och 66% aker kollektivt minst en dag i
veckan.

Hur man tar sig till jobbet &r saklart
beroende av livspusslet och avstandet till
det huvudsakliga kontoret, men med tanke
pa det stora avtrycket ar det anda viktigt
att Bolaget gor vad det kan for att
forutsattningarna att anvanda sig av mer
héllbara alternativ ska vara attraktivt.

TJANSTERESOR 2023 2022
Km

Flyg* 210016 153158
Tag* 150135 78941
Privat bil 339504 294796
Foretagsagda bilar 33783 33047
St

Hotellnatter* 195 91
tCOze

Flyg 27,45 20,22
Tag 0,12 0,06
Privat bil 58,22 50,55
Foretagsagda bilar 2,25 2,21
Hotellnatter 0,35** 1,18

* Resor bokade via resebyra

Hemmaarbete
Medarbetarundersokningen gav dessutom
en indikation pa hur mycket medarbetarna
arbetar hemifran, och anvéndes som
underlag for att estimera koldioxid-
avtrycket for hemmaarbete. Avtrycket
uppgick till 0,23tCOze och baseras pa
elforbrukning for en dator under en 8
timmars lang arbetsdag. Narmare 40% av
vara medarbetare ar pa kontoret dagligen
och ungefar 56% jobbar hemifran 1-2 dagar
i veckan.

HEMMAARBETE/
DAGAR I VECKAN%
3% —|‘ ||— 1% — 7%
25% - 0 dagar
— 1dag
-2 dagar
* 3 dagar
+ 4 dagar
3% v 5 dagar
IT

Koldioxidavtrycket for inkop av IT-
utrustning uppgick 2023 till 4,27tCO2ze
jamfort med 110,27 tCOqe 2022.
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Da storre volymer av datorer och
monitorer koptes in under 2021 och 2022
har det inte gjorts nagra stérre utbyten
under innevarande ar. Under aret
tecknades avtal med en ny leverantor av
datorer och kringutrustning som har ett
storre fokus pa hallbarhet och framgent
finns mojligheten att manatligen folja
Bolagets koldioxidavtryck fran inkép av IT-
utrustning. I avtalet framgar aven att
transporter av gods och personal ska ske
sa klimateffektivt som mojligt samt att
gods skall avembaleras och sampaketeras
for att minska skrymmande gods som i sin
tur ger ett okat avtryck.

Fastighetsforvaltning

Bolaget dger de totalt 8 fastigheterna dar
verksamhet bedrivs, vilka forvaltas av
Crendo Fastighetsforvaltning AB.
Tillsammans med férvaltaren sker ett
(6pande milj6- och klimatarbete som bland
annat innebar att fastigheterna
regelbundet forbattrats med atgarder for
att minska klimatpaverkan. Under aret har
arbete pabérjats med att bland annat byta
varme- och ventilationssystem,
varmestammar och radiatorer samt att
koppla pa styrsystem pa varme och
ventilation i nagra av vara fastigheter. Det
gamla manuella styrsystemet ersétts av
ett nytt modernt styr-, regler- och
6vervakningssystem for att uppna
optimerad fastighetsdrift med minimerade
energikostnader och for att reducera resor
till vara fastigheter.

Fastigheternas koldioxidavtryck, inklusive
avtryck fran bland annat energi-
anvandning, vattenanvandning, avfall, och
renovering f6ljs upp arligen i samband med
klimatbokslutet.

Energi

Fastigheternas energibehov for
uppvarmning och ventilation foljs upp i den
(6pande driften och korrigeras efter de
forutsattningar och behov som rader. Den
langsiktiga forvaltningen av tekniska
installationer baseras pa den energi-
kartldaggning som genomférdes 2016 i
enlighet med stallda krav.

Den totala energianvandningen delas i
klimatbokslutet upp i el och varme for att
tydliggora vart utslappen uppstar. Av
fastigheternas totala energiférbrukning &r
det uppvarmning med fjarrvarme, framfor
allt i Halmstad, som ger upphov till
koldioxidavtrycket pa totalt 142,2 tCOze.
Jamfort med foregdende ar har avtrycket
okat med 12,03%.

Koldioxidavtrycket for elen redovisas i
klimatbokslutet som "market based” enligt
GHG-protokollet. Med andra ord avtrycket
for den el vi avtalet om - i vart fall gron el.
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Nedan redovisas dock aven avtrycket fran
elen "location based". Alltsa avtrycket for
den el som faktiskt forbrukas i

fastigheterna.
ENERGI 2023 2022
FASTIGHETER
KWh
El 875949 1421801
Varme 1478480 1477123
tCO,e
ELlS2 (Market Based) 0,00 0,00
ELS2 (Location Based) 5,80 10,91
ELS3 12,09* 3,79
Virme 142,2 126,95

* Uppdaterad hégre emissionsfaktor for mer korrekt
utsldppsdata.

Under borjan av 2024 kommer samtliga
fastigheter ha samma elleverantor da det
gjorts en ny upphandling ihop med flertal
andra Lansforsakringsbolag.

Vattenanudndning

Den totala vattenatgangen i Bolagets
fastigheter uppgick 2023 till ca 14 800 m?
vilket motsvarar ett koldioxidavtryck pa 5,2
tCOqe. Vattenanvandningen har okat med
25% sedan féregdende &r. Atgarder vidtas
[6pande for att minska vattenanvandning
och lackage. Bland installeras snalspolande
munstycke och toaletter dar det ar majligt,
vattenlas har installerats pa ett antal
stallen och tjansten SMART-vatten
anvands for att upptacka lackage.

Avufall

Avfall som genererats av verksamheten
uppgick 2023 till 97 ton med ett
koldioxidavtryck pa 2,06 tCOze. Det &r en
minskning jamfort med foregaende ars 2,27
tCOze. Underlag for att redovisa avfall till
deponi, farligt avfall och atervunnet avfall
har inte gatt att fa fram for aret och allt
har darfér redovisats som avfall till
forbranning. Under nastkommande ar
kommer rapportering troligtvis ske
fordelat pa typ av avfall. All elektronik som
inte gar att salja skickas enligt avtal till
Stena Recycling for aterbruk.

Renovering & nybyggnation

Under borjan av aret fardigstalldes
renoveringen av kontoret i Falkenberg och
innan sommaren stod de nya lokalerna pa
Torggatan 27 i Varberg redo for inflytt.
Dessutom pabdrjades arbetet med att
renovera Halmstadskontorets vaning 3-5,

vilket kommer sta klart under 2024.
Projektering av Laholmskontoret pabdrjas
under varen 2024.

I processerna for renovering och
nybyggnation beaktas en rad hallbarhets-
aspekter sa som hallbara materialval,
minimering av svinn och maximering av
aterbruk, energieffektivitet samt
miljoprestanda under byggprocessen och i
den fardiga fastigheten. Vid renovering
byts all belysning ut till LED. Bolaget stéller
ocksa krav pa att entreprendrerna ska
redovisa koldioxidavtryck for det utforda
arbetet. I dagsliget redovisas endast delar
av avtrycket men det pagar en aktiv dialog
med entreprendrerna for att over tid
forbattra matbarheten.

TRYGGA FORSAKRINGAR

Nar olyckan ar framme och en skada sker
ar Lansforsakringar Hallands ambition att
hjalpa kunden reglera skadan sa snabbt,
smidigt och sa hallbart som méjligt.

En skada ger upphov till stora
koldioxidutslapp vid saval skadehéndelsen
som nar atgarder vidtas for att reglera
skadan. Skaderegleringen star darmed for
en ansenlig del av Bolagets koldioxid-
avtryck. Att arbeta proaktivt for att minska
antalet skador samt reglera uppstadda
skador enligt hallbara metoder ar darfor
viktiga verktyg for att minska miljo- och
klimatpaverkan.

Jamfort med foregaende ar okade
skadefrekvensen for privata vatten- och
brandskador. Inom segmentet foretag/
lantbruk minskade skadefrekvensen for
vattenskador medan brandskade-
frekvensen var densamma som 2022.

Natur-, vatten-, brand och trafikskador har
stor miljopaverkan och ar darfor ett
gemensamt fokusomrade inom det
skadeforebyggande arbetet som bedrivs
tillsammans inom Lansforsakringsgruppen.

PRIVAT:ANTAL

VATTENSKADOR/
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FORETAG/LANTBRUK:
ANTAL VATTENSKADOR/
BRANDSKADOR
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I dagslaget finns svarigheter med att
berakna stora delar av forsakringsaffarens
koldioxidavtryck pa grund av otillgangliga
data. Bolaget arbetar dock aktivt med att
se 6ver mojligheterna att integrera
klimatberakningar i befintliga system,
uppdatera servicenivaavtal, malsétta
leverantérer samt folja upp leverantérer
och samarbetspartners formaga att
leverera hallbara reparationer och
efterfragade klimatdata.

Hallbar skadereglering

Bolagets skadereglering arbetar succesivt
med att arbeta fram processer och
erbjudanden for att tervinna och
aterbruka s stor andel material som
mojligt. Inom ramen for detta startades
2023 det Lansbolagsgemensamma
projektet "Hallbar skadereglering”. Syftet
med projektet ar att starka
Lansforsakringsbolagens hallbara och
vardeskapande erbjudanden och tjénster
inom skadereparationer fér motor,
bygg/fastighet samt Losore.

Kodpa nytt
Reparera x
=)
£
g
Delreparera <

Begransa skada snabbt

Skadeférebyggande arbete

Malet ar att Lansforsakringar ska vara
branschens basta pa hallbar skadereglering
och en aktdr som ar padrivande inom
utvecklingen av cirkuldra skadereglerings-
processer. Inom projektet ryms att ta fram
arbetssatt, processer, servicenivaavtal,
nyckeltal, uppféljningsunderlag och
inkopsprocesser som stottar hallbar
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skadereglering. All kunskap ska delas med
skadechefer och berdrda parter inom
skador.

Under 2024 ska Hallbar skadereglering
arbeta med att bland annat koordinera
gemensam utveckling av system och
uppfoljning, utbilda Lansférsakrings-
bolagen i nya verktyg och arbetsmodeller
som stodjer hallbara skadereparationer,
samtala med produktutveckling for
fortsatt utveckling av hallbara villkor inom
egendom, jobba for bra forutsattningar for
6kad anvandning av cirkulart byggmaterial
i byggskador samt pabérja uppféljning av
malomradena.

Skadeférebyggande insatser

Alla skador som intraffar har en negativ
effekt pa Bolaget, kunderna och pa
samhallet i stort. En undviken skada &r ett
undvikit koldioxidutslapp och genom att se
till att farre skador intraffar kan Bolaget
bidra till en trygg och skadefri vardag. Det
skadeforebyggande arbetet ar darfor ett
av de viktigaste verktygen for att minska
klimatpaverkan och for att inforliva
Bolagets vision om ett tryggt och
skadefritt Halland.

Genom att féra vidare den erfarenhet och
kunskap kring skador som finns inom
Bolaget via exempelvis skadeférebyggande
rad, skadeférebyggande kundbesok och
riskbesiktningar, kan kunder, Bolaget och
samhallet i stort dra fordel av miljomassiga
och ekonomiska besparingar. Under 2023
hade var forsakringsverksamhet éver 300
skadeforebyggande kontakter med kund
och inom segmentet foretag/ lantbruk var
narmare 100% av dessa fysiska besck.
Motsvarande siffra for privat var dryga
60%.

Trygghetstjinster AB

Under aret har Lansforsakringar Halland,
tillsammans med ett antal andra
Lansforsakringsbolag, startat
Tygghetstjanster AB, vars priméra syfte ar
att arbeta med proaktiva tjanster som
forhindrar att skador uppstar. Konceptet
trygghetstjanster amnar etablera ett nytt
kundmote, hemma hos kunden, dar det
skapas ett nav for trygghet och mojligheter
med fokus pa boendet. I Halland kommer
de forsta tjansterna levereras under 2024.

Byggskador

Inom byggskador arbetar Bolaget med att
rddda vdrden, det vill siga att man inte
river mer &n nddvandigt och att
delreparation av saval parkettgolv som
tatskikt i vatrum tilldampas om mojligt.
Bolaget jobbar ocksa med Parkettlyftet, en
metod for att torka vattenskadade
parkettgolv i stallet for att riva upp och

byta ut hela golvet. P3 sa satt kan
Kklimatpaverkan minskas med i genomsnitt
70% per skada jamfort med traditionell
hantering.

Vid vattenskador ska en besiktning géras
for att uppréatta en vattenskaderapport
som sedan automatiskt delges
Vattenskadecentrum. Férfarandet ska
bidra till att 6ka branschkunskapen om var,
nar och hur vattenskador uppkommer.
Kunskap som sedan kan anvandas i
skadeforebyggande syfte inom branschen.

Att berakna Koldioxidavtrycket for
byggskador ar komplext och nagot avtryck
for 2023 har saledes inte kunnat redovisas.
I ett samarbete inom finansbranschen har
det under aret dock pagatt ett arbete med
att ta fram ett hjalpmedel for automatisk
Klimatkalkylering genom ett av vara IT-
system. Ett system som anvands for att
gora ekonomiska kalkyler vid aterstéllande
av byggskador. Fran januari 2024 beraknas
koldioxidavtrycket i varje byggskada
automatiskt nar en ekonomisk kalkyl
upprattas.

Forhoppningen &r att verktyget kan
anvandas for att redovisa avtrycket till
kund, for att presentera alternativa
aterstallanden av en skada dar kunden gor
savél ekonomiska som miljomassiga
besparingar, samt for att Bolaget pa ett
mer rattvist satt kan rapportera och félja
upp det totala koldioxidavtrycket fran
byggskador.

Sakskador

I princip alla [6soreskador ersatts med
kontantersattning, vilket innebar
utmaningar i att styra skaderegleringen
mot mer hallbara alternativ, samt
svarigheter att méata koldioxidavtrycket.
Bolaget jobbar aktivt med vardeminskning i
l6s6reskador, vilket innebar att kunden far
ekonomisk kompensation for att behalla
det skadade foremalet for fortsatt
anvandning i stéllet for att sldnga det.
Ambitionen ar ocksa att erbjuda attraktiva
alternativ for reparation som férléanger
objektets livstid och som ar ekonomiskt
och miljémassigt gynnsamt fér kunden.

Inom sak har man tillsammans med Stena
Recycling och Phoenix ett pagaende
projekt - Elektronikprojektet. Projektet har
tillsammans tagit fram en modell som gor
det mojligt att reparera elektronikprylar
med begagnade delar som ett alternativ till
att betala ut kontanterséttning eller laga
skadan med nya delar. Modellen anvénds i
dagslaget for reparation av forsakrings-
arenden gallande mobiltelefoner.
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Bolaget samarbetar ocksa med K2C
(Kungsbacka Second Chance), en
secondhandbutik med tillhérande verkstad
och syateljé dar varor som [@&mnas in kan
repareras och sdljas vidare. K2C ar ett
socialt foretag som riktar sig till manniskor
som star utanfor arbetsmarknaden av olika
anledningar.

For aterbruk och reparation av viss skadad
elektronik sa som datorer och surfplattor
samarbetar Bolaget med Godsinlésen AB.

Motorskador

Enligt Svensk Forsakringar har antalet
skador kopplade till motorférsakringar mer
an fordubblats de senaste 25 aren.
Avtrycket for att aterstalla denna typ av
skador har darmed ocksa 6kat. Hur skadan
aterstalls har dock stora effekter pa hur
koldioxidavtryckets storlek. Enligt IVL har
exempelvis anvandandet av begagnade
reservdelar jamfort med nytillverkade 75%
lagre utslapp och reparation av plat- eller
plastskador 83% lagre utslapp an om
skadan aterstalls med nytillverkade
reservdelar. Bolaget jobbar darfor aktivt
for att gynna anvandandet av begagnade
reservdelar och reparation av motor-
skador. Andelen begagnade delar vid
aterstallande av motorskador var 2023
dryga 13% av totalt antal reservdelar,
jamfort med 12% foregaende &r. Under
2024 kommer 6kat fokus riktas mot dialog
med- och krav pa verkstadernas arbete
med just detta.

Okningen av skador kopplade till
motorforsakringar ar framfor allt ar driven
glasskador som tredubblats under samma
period. Okningen i glasskador beror i sin
tur sannolikt pa en kraftig 6kning i antalet
stenskott. Att laga rutan i stallet for att
byta den vid ett stenskott &r bade
ekonomisk och miljomassigt hallbart.
Under aret hade Lansforsakringar Halland
darfor en stenskottskampanj som innebar
kostnadsfri sjalvrisk om kunden lagade sitt
stenskott. Malet var att skapa en hogre
medvetenhet hos kunderna om att det gar
att reparera stenskott i stéllet for att byta
ut rutan.

Vid reparationer av bilar hanvisas kunderna
till de verkstader Bolaget har avtal med
och som ar certifierade enligt
Lansforsakringars miljo- och
kvalitetscertifiering. Syftet med
certifieringen &r att, utifran hogt stallda
krav, sakerstalla att de verkstader som
anlitas alltid har ratt forutsattningar att
leverera sékra, korrekta, effektiva och
miljévanliga skadereparationer. For att
uppfylla kraven ska verkstaderna: ha en
miljopolicy med matbara miljomal som foljs
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MOTORSKADOR 2023 2022
ATERBRUK

Antalfordonsskador 5938 5196
Andel begagnadedelar 13,10% 12,01%
Andel platsreparationer 28,58% 26,08%
Antal glasskador 4186 4351
Andelreparerade 27,31% 33,05%

glasskador

upp och fornyas, folja lagar och
myndighetskrav gallande miljo och
arbetsmiljo, utféra en fackmannamassig
och séker reparation samt anvanda
begagnade reservdelar och reparera plast
nar det ar mojligt.

Under 2023 kompletterades certifieringen
for att forsta och berékna klimatpaverkan
vid motorskadereparationer. En
berdkningsmodell som inkluderar utslapp
som genereras vid skadereparation, saval
verksamhetsbaserade som resparations-
baserade, har tagits fram. Under 2024
fortsatter arbetet med att utveckla
modellen samt med hur den kan anvandas i
paverkansarbete mot verkstaderna.

Det redovisade koldioxidavtrycket for
motorskador var 2023 704 tCO2e och
baseras pa antaganden om avtryck for
reparation av motorskador som tagits fram
av IVL pa uppdrag av Lansforsakringar.

Hallbara samarbetspartners

En stor del av miljo- och klimatpaverkan
sker utanfér Bolagets fyra vaggar, vid
exempelvis skadereglering eller inkop till
vara kontor. I Riktlinje for inkdp och
upphandling samt autalshantering faststalls
att hallbarhet ska iakttas vid samtliga inkdp
och upphandlingar samt att de ska
genomforas pa ett satt som beaktar
Bolagets vision, affarsidé och varderingar.
Vid tilldelning av kontrakt bor den lokala
forankringen och/eller hog tillganglighet
vara viktiga utvarderingskriterier.

En renare landsbygd

Bolaget har sedan manga ar arbetat for en
renare landsbygd. Genom den sa kallade
Atervinningstjansten for lantbrukare
samlas arligen atskilliga ton miljofarligt
avfall, i form av bland annat
vaxtskyddsmedel, spillolja, oljefilter och
fargavfall, in fran gardar runt omi lanet. I
tjansten ingar dven upphamtning och
hantering av skrot.

INSAMLAT FRAN 2023 2022
LANDSBYGDEN

Ton skrot 335 166
Ton miljofarligtavfall 26 18

Under 2023 samlades narmare 26 ton
miljofarligt avfall in fran den hallandska
landsbygden och totalt narmare 335 ton
skrot.

TRYGG BANK & PENSION

Ansvarsfullt sparerbjudande

Pa Lansforsakringars fondtorg erbjuds
egna och externt forvaltade fonder.
Lansforsakringar Fondférvaltning
(fondbolaget) forvaltar aktie-, rante- och
blandfonder, varav vissa fonder férvaltas
av externa forvaltare. Lansforsakringar
Fondliv ansvarar for fondforsakrings-
erbjudandet som bestar av internt och
externt forvaltade pensionsfonder.
Lansforsakringar Liv ansvarar for
forvaltningen av liv- och
garantiportféljerna.

Fondbolaget och kapitalférvaltningen inom
Lansforsakringar Liv tilldmpar LFABs Policy
for ansuvarsfulla investeringar och
dgarstyrning i den egna forvaltningen.
Fondférvaltningen tillampar policyn pa
egna fonder och Fondliv, vilka ansvarar for
erbjudandet av pensionsfonder, anvander
den som en del i arbetet med att
kvalitetssakra utbudet. Policyn tydliggor
den strategiska inriktningen, évergripande
mal och fokusomraden inom ramen fér
hallbarhetsrelaterade fragor.

I Lansforsakringar Fondlivs pensionsutbud
finns idag 156 fonder att vélja bland, varav
96,1 % ar hallbarhetsintriktade fonder. Av
dessa ar 84,6% artikel 8-fonder och 11,5 %
ar artikel 9-fonder. Hos Lansforsakringar
Halland aterfinns totalt 99,4% av
kundernas placeringar i hallbarhets-
intriktade fonder, varav 96,6% i artikel 8-
fonder och 2,89% i artikel 9-fonder.

Ansvarsfullt lanaerbjudande
Storsta delen av Lansforsakringar Banks
kreditgivning sker med fastigheter som
sakerhet. Klimatforandringar kommer
sannolikt att paverka marknadsvardet pa
vissa fastigheter och risken for
kreditforluster kommer 6ka. Enligt WWF
star idag byggnader for omkring 40% av
den totala energiforbrukning i Sverige. For
att uppmuntra manniskor att leva och bo
Kklimatsmart erbjuder banken den som ager
ett energieffektivt och hallbart boende
lagre bolaneranta med sitt Grona bolan.
Det gynnar bade kundens privatekonomi
och samhéllet i stort. Banken erbjuder
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dessutom ett privatlan i form av ett
energilan till kunder som vill géra sitt
boende mer energisnalt, genom exempelvis
tillaggsisolering av fonster, installering av
solceller eller byte av varmesystem.
Genom kreditgivning finansierar banken
aven smaforetag och lantbruk dar sociala
och miljérelaterade risker kan forekomma
och som banken darmed &r indirekt
exponerade mot. Samtidigt finns
mojligheter att genom kreditgivningen
finansiera fastigheter och foretag som
6verensstammer med framtida krav pa
hallbarhet samt potential att hjalpa
kunderna i sitt klimatomstallningsarbete.

I bankens kreditberedning for
naringsidkare beaktas aspekter som etisk
djurhallning, klimatpaverkan av
kredittagarens verksamhet, potentiella
Kklimatrisker som kan komma att paverka
kredittagarens verksamhet samt
aterbetalningsformaga. Om en verksamhet
beddms ha klimat- eller miljorisker som
inte hanterar pa ett korrekt satt, eller om
det finns brister i verksamhetens
miljéansvar, beviljas inte nagot lan.

Utlaning till foretag sker framst till sma
foretag dar miljo- och samhallsrelaterade
risker bedoms vara begransade. Inga
kunder finns i energi- eller
utslappsintensiva sektorer sasom
storskalig tillverkningsindustri, gruvdrift
eller utvinning och energiproduktion av
fossila branslen.

Omstéllning av samhallet kommer vara
avgorande for framtiden. Genom Wasa
Kredit erbjuds kunder omstallnings-
finansiering som bidrar till ndgot av FN:s 17
hallbarhetsmal. Det &r utlaning dar
investeringen bidrar till att reducera
utslapp eller bidrar till en omstallning kring
sociala aspekter. Erbjudandet innebér en
mojlighet att finansiera bade l6s egendom

och fastighetstillbehor.
PLATTFORM OCH VISION
VISION
Frimja hallbara
investeringar
FOKUS-
OMRADEN
AKTIVITETER
DELMAL

klimatrisker

TRYGG KAPITALFORVALTNING

Lansférsakringar Halland forvaltar
Bolagets egna tillgangar i en diversifierad
portfolj med ett marknadsvérde pa dryga 5
miljarder kronor - kapital som till stor del
kommer fran forsakringspremier inbetalda
av kunder. Eftersom Bolagets kunder
dessutom ar dgare ar malet att langsiktigt
skapa storsta moéjliga varde i forvaltningen
av kapitalet.

Klimatforandringar, minskad biologisk
mangfald och andra hallbarhetsutmaningar
kan innebéra risker for bolag, vilket i
forlangningen kan paverka Bolaget indirekt
som investerare. Fran ett omvant
perspektiv, genom att investerai ett stort
antal bolag 6ver hela varlden, framst
genom fonder, finns stor mojlighet att
bidra till hallbar utveckling om man
investerar i bolag som verkar for att
begransa hallbarhetsrisker. Relevanta
hallbarhetsfaktorer ska darfor i mojligaste
man beaktas vid varje investeringsbeslut.

Bolagets forvantan ar att bolag som verkar
pa ett ansvarsfullt satt kommer skapa
storst avkastning till sina dgare pa lang sikt
och darfér ar en stor investerings-
mojlighet. Inom ramen for faststéllda
forvaltningsmal framjas darfér bolag som
befinner sig i omstallning och bolag som
stodjer 6vergangen till ett hallbart, mer
klimatsmart samhalle.

Attintegrera hallbarhet i forvaltningen ar
ett satt att ta ansvar for Bolagets kunder,
samhallet och miljon - men det ar ocksa ett
sétt att reducera risker, minimera negativa
konsekvenser for en hallbar utveckling och
forbattra avkastningsmojligheterna.

Ansvarsfulla investeringar
Arbetet med ansvarsfulla investeringar
styrs av Riktlinje for ansvarsfulla
investeringar. Riktlinjen tar hansyn till EUs

Investerai
ansvarsfulla bolag
och linder

Minimera

N

virdeskapande

Handlingsplan fér finansiering au hdllbar
tilludxt, EUs forteckning over icke
samarbetsvilliga jurisdiktioner pa
skatteomradet, samt till EUs, respektive
FNs, sanktionslistor. Det faststalls i denna
att Bolagets kapitalférvaltning ska verka
for de FN-stodda principerna for
ansvarsfulla investeringar (PRI) och att
synen pa ansvarsfullt féretagande ska utgd
fran FN-initiativet Global Compacts
principer for ansvarsfullt foretagande.
Forvaltningen ska dessutom strava efter
att bidra till hallbarhetsinriktade
6verenskommelser, i synnerhet FNs globala
mal samt Parisavtalet.

Klimatsmart vision & hallbart

vardeskapande forvaltning

Med utgangspunkt i att begransa
Klimatforandringarna i linje med
Parisavtalet har Bolagets kapitalférvaltning
antagit en langsiktig klimatsmart vision.
Visionen innebér att kapitalforvaltnings-
portfdljen ska vara klimatneutral senast ar
2045 med delmalet att halvera portféljens
koldioxidavtryck till 2030.

Arbetet med ansvarsfulla investeringar ar
strukturerat genom plattformen
Klimatsmart vision och hallbart
udrdeskapande férualtning. Genom
plattformens fem fokusomraden med
tillhorande aktiviteter och mal foljs
utvecklingen lOpande upp for att utvardera
investeringar och portfoljen som helhet.

Hallbarhetsfaktorer integreras i
forvaltningen med hjalp av féljande
ansvarsfulla investeringsstrategier:

Integrering: Bolag och emittenter ska
beddmas utifran en integrerad analys som
béde beaktar hallbarhets- och finansiella
faktorer.

Klimatsmart vision och hallbart virdeskapande forvaltning

Samarbeta med
hallbarhetsinriktade
forvaltare

Bedriva

dgararbete

Halvera portfaljens koldioxidavtryck till 2030 for att begrinsa den globala uppvarmningen till 1.5 graderi linje med Parisavtalet
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Inkludering (vilja in): Investeringar kan
goras i bolag och emittenter utifran en
integrerad analys samt utifran hallbarhets-
relaterade teman, bidrag till FNs global mal
och faststéllda kriterier for
omstéllningsbolag.

Pdverkan: Paverkans- och dgararbete ska
bedrivas mot utvalda bolag och emittenter.
Prioriteringar i arbetet ska goras utifran
bland annat dgande och
hallbarhetsfaktorer.

Exkludering (vdlja bort): Strategin tillampas
som sista atgard nar andra strategier
provats. Hallbarhetsrelaterade
exkluderingskriterier kan vara risk- eller
normbaserade och definieras med eller
utan omsattningsgrans.

Framjahallbarainvesteringar Q_fy

Bolaget avser, att i arbetet med
ansvarsfulla investeringar, framja
investeringar som bidrar till hallbar
samhéllsutveckling och som bidrar till FN:s
Agenda 2030 och de globala malen for
hallbar utveckling.

Detta arbete bedrivs bland annat genom
investeringar i hallbarhetsinriktade
obligationer, vilka utgér ett samlingsnamn
for grona, sociala och tematiska
obligationer som utfardas av foretag och
organisationer. For dessa obligationer
upprattas ett ramverk enligt bransch-
standard som beskriver hur det upplanade
kapitalet for den specifika obligationen ska
anvandas till hallbart vardeskapande.

Lansforsakringar Halland investerar i
hallbarhetsinriktade obligationer indirekt
genom rantefonder. Av Bolagets totala
ranteportfolj utgor hallbarhetsinriktade
obligationer 11,5%, med ett marknadsvarde
om 76,8 miljoner kronor. Dessutom har
Bolaget investeringar i mikrolanefonder till
ett marknadsvarde om dryga 265 miljoner
kronor, vilka har ett tydligt fokus pa olika
hallbarhetsfragor.

EUs handlingsplan for finansiering av
hallbar tillvéaxt inkluderar ett antal
regelverk som syftar till att styra kapital
mot hallbara investeringar genom att
underlétta for investerare att fatta
valgrundade beslut. Férhoppningen ar att
EUs taxonomi och Disclosureférordnignen
(SFDR) ska hjalpa Bolaget fatta mer
valgrundade, hallbara investeringsbeslut
samt att regelverken ska vara till hjalp for
att utvardera investeringar mer
sofistikerat. Fran och med 2025 ska
Bolaget redovisa i enighet med
taxonomifoérordningen for saval sina
investeringar som for forsakrings-
verksamheten.
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Minimera klimatrisker @

Kapitalforvaltningens hallbarhetsarbete
har sarskilt fokus pa klimatférandringar da
dessa utgor en direkt finansiell risk for
Bolaget i form av paverkan pa
forsakringsaffaren och investeringar.
Samtidigt finns det stora mojligheter att
investera i bolag med omstallnings-
ambitioner, det vill sdga bolag med viljan
att stalla om till mer koldioxideffektiva
affarsmodeller, samt att positivt paverka
bolag och fondbolag genom aktivt
paverkansarbete. Med utgangspunkt i att
halla den globala medeltemperatur-
6kningen vél under 2°C, med malet att
begransa den till 1,5°C, i linje med
Parisavtalet har kapitalforvaltningen stort
fokus pa att arbeta med den langsiktiga
klimatsmarta visionen.

Som en del i arbetet med att forsta och
minimera klimatrisker kopplade till
Bolagets investeringar berdknas och
analyseras investeringsportféljens
koldioxidavtryck. Analysen underlattar
dialog och paverkansarbete med bolag och
externa forvaltare gallande deras
hantering av klimatrisker. I paverkans-
dialoger kan utslappsminskning,
riskhantering och affarsstrategier som tar
hansyn till klimatfragan, samt rapportering
kring utslapp lyftas fram.

Kapitalforvaltningsportfoljens
koldioxidavtryck beraknas och rapporteras
arligen enligt Svensk Forsakrings
branschrekommendation. Koldioxid-
avtrycket méts och f6ljs upp med
indikatorn "viktad genomsnittlig
koldioxidintensitet”, ett matt som
rekommenderas av Svensk Férsakring,
fondbolagens forening och TCFD.
Indikatorn mater utslapp i forhallande till
intakt och visar hur koldioxidintensiva
bolagen i portfdljen ar. Intensiteten ar
uttryckt som antal ton utslappta
koldioxidekvivalenter per miljon krona (ton
COze/Mkr) och omfattar utslépp i scope 1
och 2.

Data for scope 3 ingar inte i Svensk
Forsakrings rekommendation. Detta har sin
grund i begransad tillgang till utslappsdata
och metodmassiga utmaningar i
berdkningen av dessa utslépp. Fér manga
sektorer aterfinns dock en stor del av
klimatutslappen just indirekt scope 3 och
forhoppningen ar att data och modeller
kommer utvecklas 6ver tid sa att
portfoljens koldioxidavtryck kommer
inkludera &ven scope 3. Berakningarna
gors for noterade aktieinnehav,
foretagsobligationer utgivna av noterade
foretag samt direktagda fastigheter och
fastighetsbolag.

Bolagets kapitalférvaltningsportféljs
koldioxidavtryck uppgick per 2023-11-30
till 5,9 tCO2e/Mkr. Jamfort med
foregdende ar, da avtrycket var 7,0
tCO2e/Mkr, ar det en minskning pa cirka
15,7%. Sedan 2020, da portféljens avtryck
mattes for forsta gangen, har avtrycket
minskat med 1,67% vilket inte &r i linje med
malet om att minska avtrycket med minst
7% arligen fram till 2030.

PORTFOLJENS
KOLDIOXIDAVTRYCK
Ton CO,e per Mkr intdkt
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Aktieportfoljens koldioxidavtryck har gatt
fran cirka 13,8 tCO2e/Mkr 2022 till 7,6
tCO2e/Mkr 2023, en minskning pa ndrmare
45%. Portfoljens avtryck jamfors med
globalt referensindex vilket 2022 var

MSCI ACWI och hade ett avtryck pa 13,8
tCO2e/Mkr. 2023 byttes referensindex till
Morningstar vilket hade ett avtryck pa 7,6.
Den kraftiga nedgangen kommer sig delvis
av att Morningtar ligger lagre, men framst
ar det en effekt av att sektorer som gick
bra 2022 sa som "utilities” och material har
fallit tillbaka 2023 till forman for mer
koldioxideffektiva sektorer sa som
exempelvis IT.

AKTIEPORTFOLIENS
KOLDIOXIDAVTRYCK
Ton CO,e per Mkr intékt

30

25

2019 2020 2021 2022 2023

LF Halland = MSCI ACWI/Morningstar
* Under 2023 byttes jamforelseindex fran MSCI till
Morningstar som ligger lite ldgre dn MSCL

Utéver rekommendationen fran Svensk
Forsakring mats och redovisas arligen
koldioxidavtrycket for kapitalforvaltnings-
portfdljen inklusive utslapp fran Bolagets
agarandel i LFAB samt i skogsinnehav.
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Avtrycket per 2023-11-30 uppgick till 3,9
tCO2e/Mkr, en minskning med 20,41%
jamfort med foregaende ar.

Att koldioxidavtrycket inklusive LFAB och
skog ar lagre an det som beraknas enligt
Svensk Forsakrings
branschrekommendation ar dels en effekt
av att LFAB och skogsinnehaven ar
koldioxideffektiva, dels att Bolaget
tillskrivs en del av skogsfastigheternas
koldioxidupptag och den sa kallade
substitutionseffekten.

Andel av forvaltat kapital med uppmatt
koldioxidavtryck var 2023 77%, samma
andel som foregdende ar.

Koldioxidavtrycket visar en historisk
6gonblicksbild av hur utsléppen fran
bolagen i portféljen sett ut. Vardena
varierar i takt med att bolagens utslapp
forandras, men ocksa genom att
portfoljens sammansattning andras.
Vaxelkursforandringar och andrat
marknadsvérde for enskilda innehav kan
ocksa paverka avtrycket. Redovisat
resultat ar saledes en 6gonblicksbild dver
Bolagets kapitalorvaltningsportfoljs
koldioxidavtryck givet forutsattningarna

for tiden da matningen gjordes 2023-11-30.

For att fa en mer heltdckande bild av hur
val portfoljen ar i linje med Parisavtalet
gors ocksa kvartalsvisa framatblickande
klimatanalyser for alla noterade innehav.
Analysen gors med hjalp av data fran CDP
(Carbon Disclosure Project) och den ITR
(Implied Temperature Rise) bolag tilldelas
till foljd av dess redovisade
klimatambitioner.

ANDELAV
AKTIEPORTFOLIENMED
SBT

43%

—— 17%

= Validerat SBT = Ansckt om SBT = Saknar SBET

For att styra investeringar i riktning mot
Parisavtalet ligger fokus pa att valjain
bolag som arbetar med omstallning av sina
verksamheter och bolag som har
vetenskapligt baserade utsldppsmal, sa
kallade Science Based Targets (SBT),
premieras. Hur manga och hur stor andel
av de noterade portféljbolagen som fatt
sitt vetenskapligt baserade klimatmal
validerat av tredje part foljs upp
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regelbundet. Andelen uppgick 2023-12-31
till 40% utifran marknadsvérde. Aven bolag
som ansokt om vetenskapligt baserade
klimatmal f6ljs upp och utgjorde vid samma
tidpunkt cirka 17% utifran marknadsvérde.

Investera i ansvarsfulla bolag och lander 15 )

Hallbarhetsfaktorer integreras i analysen
infor investeringsbeslut och vid uppféljning
av existerande investeringar. Med
utgangspunkt i PRI, FN Global Compacts
principer for ansvarsfullt féretagande och
OECDs riktlinjer for multinationella foretag
har hallbarhetskriterier och stallnings-
taganden for utvalda sektorer utvecklats
av Lansforsakringar.

Genomlysning av befintliga och nya
investeringar gors regelbundet for att
identifiera bolag som misstanks dvertrada
internationella Gverenskommelser och
gallande exkluderingskriterier. Genom att
verka for att bolag och lander foljer
avsikterna i internationella principer och
interna hallbarhetskriterier och
stallningstaganden kan Bolaget bidra till
FN:s globala mal och reducera risker.

Listan dver exkluderade bolag och lander
finns att hitta har: Exkluderade bolag och
omstdllningsbolag (lansforsakringar.se).

Bedriva vardeskapande agararbete Tfﬁ)

Ett aktivt &garstyrnings- och
paverkansarbete bedrivs av
Lansforsakringsbolagen bade genom

Exkluderingskriteriers fokus Typ av kriterier och grans for

exkludering

proaktivt och reaktivt paverkansarbete.
Proaktivt paverkansarbete syftar till att
uppmuntra och férma bolag att hantera
vasentliga hallbarhetsfaktorer, bade risker
och mojligheter, pa ett vardeskapande satt.
Reaktivt paverkansarbete ar
handelsedrivet och syftar till att
hallbarhetsrelaterade dvertradelser
upphér och att forebyggande atgarder
vidtas.

Dialogerna utgor en del av arbetet med att
kontinuerligt bevaka och paverka relevanta
omraden som ror bolagens strategi och
styrning, finansiella och hallbarhets-
relaterade mal, resultat, risker, social och
miljomassig paverkan. Arbetet bedrivs
framst med de av Lansforsakringsgruppen
direktdgda onoterade bolagen, dar
moéjligheten att utova inflytande beddoms
som storst. Arbetet bedrivs av
representanter fran de lokala
Lansforsakringsbolagen tillsammans med
medarbetare fran Lansférsakringar Liv
AB:s Kapitalforvaltning.

Samarbeta med hallbarhetsinriktade forvaltare %@Kﬁ

En stor del av Bolagets portfélj bestar av
investeringar i fonder. For att inga
samarbete stalls det som krav pa externa
forvaltare att de arbetar enligt UN PRI:s
principer. En hallbarhetsrelaterad
utvardering och bedémning gérs i samband
med nyinvestering och forvaltare av saval
noterade som onoterade tillgangar f6ljs
upp minst arligen. Genom utvarderingen
ombes forvaltaren delge hallbarhets-
relaterade upplysningar vilka ligger till

Aktor som traffas bedéms
motverka FN:s globala mal

Allvarlig 6vertradelse av principer for
ansvarsfullaféretagande (FramstFN
Global Compacts och OECDs riktlinjer)

Vdlja bort helt

Koppling till enskilt mal é ‘=
varierar perbolag >, o
“an

Vdlja bort utifrdn omsdttningsgréns

Utvinning och energiproduktion med

o o
Fossilabrénslen (forbrénningskolsamt | forbranningskol >5%
oljaoch gas) ~5%

*  Prospektering och konventionell
utvinning av olja och gas >5%

Kontroversiellavapen Vélja bort helt

Pornografi (produktion av pornografiskt

. Vélja bort helt
material)

Spelom pengar (avser bade online och

. il - il ()
landbaserat spel) Online-kasino =5%

Tobaksprodukter

Ménskligarattigheter, demokrati,
korruption och skatt(appliceras pa
statsobligationer och noterade
statskontrollerade bolag)

Vdlja bort helt

Okonventionell utvinning av olja och gas

Vdlja bort utifrdn omsdttningsgréns

* Landbaserade kasinon >5%

Vdlja bort utifrGn omsdttningsgréns
*  Produktion avtobaksprodukter>5%
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https://www.lansforsakringar.se/stockholm/privat/om-oss/hallbarhet--forskning/ansvarsfulla-investeringar/exkluderade--bolag-och-omstallningsbolag/
https://www.lansforsakringar.se/stockholm/privat/om-oss/hallbarhet--forskning/ansvarsfulla-investeringar/exkluderade--bolag-och-omstallningsbolag/

FOKUSOMRADE NYCKELTAL

FRAMJA HALLBARA INVESTERINGAR

Hallbara obligationer, andel av obligationsportfélien

Hallbara obligationer inkl. mikroldn, andel av aktiva portféljen

MINIMERA KLIMATRISKER

Koldioxidavtryck for bolagets noterade aktier**

Tdckningsgrad

Koldioxidavtryck enligt Svensk Férsékrings Branschrekommendation™*

Tdckningsgrad

Koldioxidavtryck enligt Svensk Forsédkrings Branschrekommendation samt LFAB och HT Skog

Tdckningsgrad

Andel av férvaltat kapital med uppmiitt koldioxidavtryck****

Andel av forvaltat kapital med godként SBT?****

INVESTERA | ANSVARSFULLA BOLAG OCH LANDER

Antal bolag som exkluderas utifrdn exkluderingskriterier

Antal stater och jurisdiktioner som exkluderas utifrdn exkluderingskriterier

Antal omstdillningsbolag utifrdn omstdllningskriterier

Andel noterade enligt artikel 8 & 9 (SFDR)

BEDRIVA VARDESKAPANDE AGARARBETE

Antal bolag som omfattats av reaktiva héllbarhetsdialoger

Andel forvaltat kapital som omfattats av forebyggande hdllbarhetsdialoger

SAMARBETA MED HALLBARHETSINRIKTADE FORVALTARE

Ak ok

Andel fondmotpart som dr signatdr av UNPRI

Andel utvdrderade och bedomda fondmotparter

“Redovisas enligt mattet "viktad genomsnittlig koldioxidintensitet”. Auser noterade aktier
** Redouisas enligt mattet "viktad genomsnittlig koldioxidintensitet”. Auser noterade aktier, féretagsobligationer utgivna av noterade bolag samt direktdgda fastigheter och
fastighetsbolag, i enighet med Suensk Férsdkrings rekommendation
*“** Redouisas enligt mdttet "viktad genomsnittlig koldioxidintensitet”. Auser noterade aktier, foretagsobligationer utgivna av noterade bolag, direktdgda fastigheter och fastighetsbolag,

LFAB samt skogsinnehav

“*** Forualtat kapital auser marknadsudrde exkl. kassaposition

grund for bedémningen av fondens
utveckling inom hallbarhetsarbetet. I de
fall fondens arbete inom omradet
forsamras inleds paverkansarbete for att
na forbattring. Uppnas inte forbattring ska
fonden avyttras.

SAMARBETEN

Bolaget ingdr i samverkansgruppen
Erosionsskadecentrum, en grupp som
representeras av kommuner och regioner i
s6dra Sverige och som jobbar for att héja
kompetensen kring- och férebygga risker
kopplade till erosion. Sedan starten 2023
har Bolaget varit en del av i Falkenbergs
Klimatinitiativ. Ett initiativ som samlar
lokala foretag och organisationer i ett
narverk for att samarbeta for klimatdriven
affars- och verksamhetsutveckling.

Bolaget ar dessutom med i tva
forskningsprojekt:

Transaktion 09222115557511607789

Extream Coast: vars syfte ar att ta fram till
en berdkningsmodell for att mata vad en
Sversvamning kostar samhallet. I projektet
anvands Halmstad kommun som case.

DEFLIE: vars syfte ar att identifiera
konstruktioner pa byggnader som ar mer
sarbara dn andra for 6versvamning. Malet
ar att pa sa satt kunna identifiera insatser
som gor samhallet mer robust.

BIOLOGISK MANGFALD

Risken for forlust av biologisk mangfald &r
en av Bolagets storsta risker pa lang sikt.
Anledningen &r att risken, om den
inforlivas, potentiellt skulle kunna forvrida
hela samhallsstrukturer som gér att bank-
och forsakringsverksamhet sd som den
bedrivs idag kan komma att fa en helt
annan funktion. I dagsléget har det inte
gjorts ndgon ingdende analys Gver
Bolagets paverkan pa den biologiska

s

2023 2022

11,5% -

13,8% -

7,6 tCO,e/Msek 13,8tC0O,e/Msek
97% 97%
5,9tCO,e/Msek 7,0tCO,e/Msek
98% 98%

3,9tC0,e/Msek 4,9tC0,e/Msek

99% 98%
T7% 7%
40% -
651 st 659 st
40 st 30st
15st 9st
100% -
Tst 3st
46% 45%
100% 100%
100% 100%

mangfalden, men det anses rimligt att anta
att forsakrings- och bankerbjudandet,
investeringar och skaderegleringen
paverkas negativt av, och har en negativ
paverkan pa biologisk mangfald. Malet var
att 2023 gora en kartldggning 6ver
Bolagets negativa paverkan pa biologisk
mangfald samt identifiera och konkretisera
vilka dtgdrder som behover vidtas for att
minska risken. Detta mal har skjutits fram
till 2024.
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SOCIALA &
PERSONALRELATERADE

ASPEKTER

IDENTIFIERADE RISKER

SOCIALA OCH PERSONALRELATERADE RISKER
—\

"Risken for forluster till foljd av handelser
kopplat till samhallet och ménniskors
rattigheter samt valbefinnande.”

Som samhallsaktor bade paverkar och
paverkas Bolaget av samhallet runt
omkring. Halland och hallanningarnas
valmaende spiller dver pa affaren och mar
de bra mar Bolaget bra. Trygghet,
jamlikhet, jamstalldhet och tillhdrighet i
hela samhallet prioriteras darfor i
utformandet av erbjudanden och i det
dagliga arbetet.

Tydlighet i ansvar, resurs- och
kompetensforsorjning samt arbetsmiljé ar
alla fragor som ar relaterade till potentiella
personalrisker. Om Bolaget inte tar ansvar
for medarbetarna och ger dem
forutsattningar till en god arbetsmiljo, att
utvecklas och att gora sig hérda ar det stor
risk att det blir svart att behalla nuvarande
medarbetare samt att rekrytera nya.

ARET SOM GATT

Bolagskultur for fortsatta
framgangar

Under 2023 genomférdes ett arbete for att
identifiera den kultur som behéver pragla
Bolaget om malbild 2030 ska bli uppnabar.
Kulturarbetet syftar till att satta ord pa de
beteenden medarbetare behdver ha for att
for att leva upp till Bolagets varderingar,
vision och for att kunna anta nya
utmaningar. Kulturen blir en hjalp i vad som
kan forvantas av medarbetare och av
organisationen.

Som en del av kulturarbetet har ett antal
ledstjarnor tagits fram. Nagra ledstjarnor
ar utformade efter vad som i dagslaget
fungerar bra i organisationen och som &r
onskvart att "Behalla och forstarka”. Andra
ledstjarnor &r omraden som behéver
"Utvecklas och forbattras”.

Basta arbetsplatsen

Projektet Bdsta arbetsplatsen, som syftar
till att skapa det basta kundmotet och en
arbetsplats som inbjuder till samarbete,
kreativitet och utveckling - nuochi
framtiden, har fortlopt under aret.
Projektet ger medarbetarna stod i sina
dagliga utmaningar och mojliggor ett

Arbetet kring sociala och personal- el e

i [
relaterade risker kopplas primart till A -
tva fokusmal fér hallbarhetsarbetet: * e

Hygien-

faktorer
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aktivitetsbaserat arbetssatt som praglas av
flexibilitet. Det bidrar aven till en stark
teamkansla och ett flyt i vardagen som ger
medarbetarna utrymme att paverka och
tanka nytt. Med ett aktivitetsbaserat
arbetssatt mojliggors att medarbetare
inom om olika affarsomraden kommer
narmare varandra, delar erfarenheter och
stiftar nya bekantskaper.

ANSVARSFULL ARBETSGIVARE
Allt pekar pa att den stérsta utmaningen
for framtidens arbetsplatser kommer vara
dragkampen om kompetens. Darfor ar det
viktigt att Bolaget tar sitt ansvars som en
ansvarsfull arbetsgivare och erbjuder en
attraktiv arbetsplats. Konkret innebar det
att social hallbarhet, med malet om en
jamlik arbetsplats dar medarbetarna mar
bra och utvecklas, prioriteras.

Inkludering

Medarbetarnas olika specialist- och
yrkeskompetenser &r avgérande for att
driva och utveckla Bolagets verksamhet.
Lansforséakringar Halland ska vara en
valkomnande och inkluderande arbetsplats
dar alla har samma rattigheter och
mojligheter.

Nolltolerans mot all krénkande
sérbehandling och trakasserier galler.
Ingen form av diskriminering utifran de sju
diskrimineringsgrunderna: kon,
konsoverskridande identitet eller uttryck,
etnisk tillhorighet, religion eller annan

MEDARBETARE 2023
Kvinnor

Antal %

Totalt anstallda 261 57

Tillsvidareanstallda 223 54

Tillfalligt anstallda 10 60

Ménadsavlénade

heltidsanstillda 231 54

Timavlonade

deltidsanstallda 30 80

Styrelse 45

Foretagsledning 67

Chefer 53

trosuppfattning, funktionsnedséttning,
sexuell laggning och alder accepteras.
Detta fortydligas ocksa fortydligas i
Bolagets Personalhandbok och HR-policy.

Alla nya medarbetare och alla befintliga
medarbetare genomfor arligen en e-
utbildning om Bolagets Uppférandekod. Ett
avsnitt i denna handlar om diskriminering,
trakasserier och krankande sarbehandling
samt Bolagets forhallningssétt till detta.
Utbildningen informerar dven om hur
medarbetaren bér agera vid en upptackt av
att nagon blir utsatt eller om
medarbetaren sjélv blir utsatt.

Fragan om diskriminering undersoks
arligen i en medarbetarundersékning och i
medarbetarsamtal. Resultaten foljs upp av
HR och féretagsledning. Darutover gors
det arligen en l6nekartlaggning i syfte att
upptécka, atgarda och forhindra

osakliga l6neskillnader mellan konen.
Kartldggningen gérs som en del av de
aktiva atgarder Bolaget ska vidta enligt
diskrimineringslagen. Fragan om
diskriminering ar inbyggd i
ledningssystemet.

Lansforsakringar Hallands framsta resurs
ar medarbetarna. Rekrytering ar saledes
ett viktigt verktyg for att sakerstalla att
det vid var tid finns tillréckliga resurser.
Rekrytering gors alltid baserat pa
kompetenskrav och genom
rekryteringsprocessen sakrar Bolaget att
ratt och bast kompetens anstélls.

2022
Man Kvinnor Man
% Antal % %
43 270 56 44
46 225 56 44
40 13 42 58
46 233 54 46
20 32 65 35
55 45 55
33 83 17
47 59 41
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Konsférdelningen bland medarbetare
generellt &r relativt jamn, med en liten
6vervikt pa kvinnliga medarbetare. Andelen
manliga chefer har 6kat under aret och ar
nu 47%. Andelen man har dessutom okat i
foretagsledningen, vilket medfor en mer
jamstalld ledningsgrupp an tidigare.

Aldersférdelningen bland medarbetare &r
relativt god. Andelen medarbetare under
30 ar har minskat fran 11% till 9,4% till foljd
av farre nyanstallningar 2023. Narmare
50% av vara medarbetare ar mellan 30-51
ar och dryga 40% ar Gver 50 ar.

Under aret anstalldes totalt 27 nya
medarbetare, varav 44% kvinnor och 56%
man. Majoriteten, 52% var mellan 30-50 ar.
Nyanstallda under 30 ar minskade med
13% under aret. Totala antalet
deltidsanstallda var under 2023 30
personer, som alla sjélva valt att arbeta
deltid pa grund av pension, barn eller
annan orsak.

Under aret avslutades 17 medarbetares
anstallning, varav 59% kvinnor och 41%
man. Personalomsattningen var under
rapporteringsperioden 6,13%.

Sjukfranvaro

Sjukfranvaron lag under 2023 pa 2,2%, en
minskning jamfort med féregaende ar da
den 3g pa 3,47%. Sjukfranvaron har
minskat for saval kvinnor som man och for
bade kort- och langtidssjukfranvaro.

Arbetsmiljokommittén féljer l6pande
statistik och sakerstéller att cheferna
genomfor nodvandiga atgarder.

Foraldraledighet och VAB

Rétten att ta ut foraldraledighet har
nyttjats mer av kvinnor & man under aret.
Fragan om foréldraledighet ar upp till varje
enskild individ och ingenting Bolaget styr.
Vad Bolaget daremot gor ar att fylla ut
(6nen med extra lonetillagg vid
foraldraledighet samt informerar om
effekter pa eget sparande och pension.

Foraldraersattning utgar med 10% av lénen
under hogst 380 dagar inom 540 dagar
fran barnets fodelse. Forutsattningen ar
att medarbetaren erhallit hel
foraldrapenning fran Forsakringskassan
och varit tillsvidareanstalld minst 12
manader i foljd.

Anstillningsvillkor och

personalférmaner

Bolaget ar kollektivavtalsanslutet med
avtal som omfattar alla medarbetare. Alla
medarbetare har fem arbetsfria dagar
enligt lokalt kollektivavtal.
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NYANSTALLDA 2023
Kvinnor
Antal %
Antal 27 44
Under 30 Mellan
ar 31-50ar
Varav 33 52
PERSONAL- 2023
OMSATTNING
Kvinnor
Antal %
Antal 17 59

Medarbetare erbjuds formaner sa som
arbetstidsforkortning, foraldraersattning
mojlighet till deltidsarbete och en extra
semesterdag vid 46 ars alder. En rad
formaner kopplat till Bolagets forsakrings-,
liv och pensions- samt banktjanster/
produkter erbjuds. Alla vara medarbetare
har ocksa mojlighet att fa radgivning
angdaende sin pension exempelvis vid
nyanstéllning eller infor uttag av pension.

Halsa & sakerhet

Pa Lansforsakringar Halland ska det finnas
forutsattningar for alla medarbetare att ha
ett hallbart arbetsliv. Inom ramen for detta
finns en rad aspekter Bolaget maste ta
hansyn till, sa som hélsa, sakerhet,
mangfald, franvaro av diskriminering och
inte minst trygghet. Till grund for arbetet
ligger Uppférandekoden.

Systematiskt arbetsmiliéarbete

Det systematiska arbetsmiljoarbetet sker
[6pande i vardagen i samverkan mellan
arbetsgivare och arbetstagare och
omfattar alla fysiska, psykiska och sociala
forhallanden som har betydelse for
arbetsmiljon. I det systematiska
arbetsmiljoarbetet ingar det att férebygga
och hanterarisker, att ta fram atgarder
som framjar god arbetsmiljo och halsa,
hantera och rapportera incidenter vid
olyckor och skador samt
rehabiliteringsarbete. I arbetsmiljo- och
halsoarbetet ingar aven rutiner for
atgarder kring alkohol- och drogfragor
samt krankande sarbehandling.

Lansforsakringar Halland ansvarar for att
[ata arbetstagarrepresentanter fran lokal
personalklubb samt arbetsmiljoombud
delta i det systematiska arbetsmiljoarbetet.
I samverkan som sker i arbetsmiljo-
kommittén 4 ganger per ar, har

2022
Man Kvinnor Man
% Antal % %
56 39 43 57
Over51 Under30 Mellan Over 51
ar ar 31-50ar ar
14 38 48 14
2022
Man Kvinnor Man
% Antal % %
41 31 64 36

arbetstagarrepresentanterna ansvar att
meddela eventuella brister for att
mojliggora arbetsmiljoatgarder.

Genom att tidigt identifiera
missforhallanden och risker forebygger
och minimeras risken for alla former av
arbetsskador redan innan skadan intraffar.
For att lyckas med detta ska chefer,
skyddsombud och medarbetare ges
ansvar, kunskap och befogenheter for att
sjalva kunna agera.

Genom kartlaggningar som skyddsrond,
utvecklingssamtal samt genom att
arbetsmiljofragor diskuteras regelbundet
vid personalméten framjas en bra fysisk,
psykisk och social arbetsmiljo. Chefer,
medarbetare och arbetsmiljoombud ska
bedriva ett nara och systematiskt
arbetsmiljoarbete som inkluderar
undersokning av risker, genomférande av
atgarder samt uppfoljning. Under 2023
genomfordes en medarbetarundersokning
for att samla in medarbetarnas perspektiv
inom exempelvis arbetsmilj6 och ledarskap.

Alla arbetsolycksfall, arbetssjukdomar eller
tillbud som intraffar ska utredas. Anmalan
av dessa ar darfér en mycket viktig del i
Bolagets systematiska arbetsmiljéarbete.
Som medarbetare har man darfor en
skyldighet att rapportera olycksfall eller
tillbud i syfte att forhindra ytterligare
framtida olyckor och som en foljd
forbattra arbetsmiljon. Allvarliga olyckor
anmals per telefon direkt till ansvarig chef
och HR enligt var sakerhetspolicy. Ansvarig
chef har till uppgift att utreda handelsen.

Sdkerhetsarbetet

Sékerhetsarbete ar det 6vergripande
begreppet for all verksamhet som har till
syfte att undvika olyckor och haverier
inom verksamheten, liksom angrepp mot
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den. Nar sddana handelser anda intraffar
ingar det i sakerhetsarbetet att begrénsa
och avhjalpa skador samt att sakerstalla
att verksamheten kan aterga till det
normala sa snart som mojligt. Bolagets
sakerhetsarbete ska bedrivas proaktivt och
genomforas pa ett strukturerat och
systematiskt satt Arbetet omfattar olika
delomraden och drivs av utsedda roller
samt sakerhetsansvarig.

Alla medarbetare har ett ansvar att skydda
Bolagets tillgangar - saval kundernas
fortroende som dvriga materiella och
immateriella tillgangar - mot skada,
missbruk eller forlust. Om man som
medarbetare har nagot att rapportera
rorande sakerhet ska man i forsta hand
vanda sig till sékerhetsansvarig inom
respektive omrade (6vergripande
sakerhetsansvarig, IT-sakerhet,
Banksakerhet/penningtvatt, AML).

Arbetet styrs till stor del av Bolagets
Sdkerhetspolicy och tillhorande
Sdkerhetsriktlinjer.

Férebyggande insatser for hdlsan
Utover det systematiska arbetsmiljo-
arbetet jobbar Bolaget aktivt med
forebyggande insatser kopplat till
medarbetarnas hélsa. Malet ar en god
arbetsmiljo dar man som medarbetare trivs
och att har tillgang till de verktyg och
resurser som behdvs for ett hallbart
arbetsliv, med en sund balans mellan
arbete och din fritid.

Som anstalld pa Lansférsakringar Halland
har alla medarbetare en sjukvards-
forsakring som bland annat innehaller
forebyggande halsotjanster att ta del av.
Till dessa raknas bland annat samtalsstdd,
digitala halsotest och webbaserade
halsoprogram. Medarbetare har dessutom
ratt att ga till lakare, tandlakare,
sjukgymnast eller barnmorska pa betald
arbetstid. Vart tredje ar erbjuds alla
medarbetare en halsoundersokning dar en
halsoprofil upprattas och dar man far tips
pa atgarder for att forbattra halsa och
livsstil.

Alla medarbetare far darutéver arligt
friskvardsbidrag som kan anvandas till
aktiviteter med inslag av motion eller
annan friskvard sa som massage.
Nyttjandegraden av friskvardsbidraget var
2023 78%. Majlighet finns ocksa att ta del
av maltidssubvention som innebar att
Bolaget subventionerar lunch i form av
lunchkort.

Bolagets Halsoteam som bestar av
medarbetare arrangerar [6pande
halsoframjande aktiviteter. Halsoteamet
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arbetar for att forbéttra och motivera en
hélsosam livsstil hos alla anstallda. Under
aret har teamet arrangerat olika typer av
halsoinriktade aktiviteter sasom
foreldsningar och traning i olika former.
Sjalvklart ar alla medarbetare valkomna att
delta.

Under 2023 fick alla medarbetare tillgang
till tre filmer som visar olika sorters
rorelsepauser (sittande mobilitet, staende
mobilitet samt pulshéjande paus). Tanken
ar att dessa ska utgora inspiration for hur
man enkelt kan rora sig mer under
arbetsdagen for att forebygga for mycket
stillasittande.

Utbildning

Utbildning inom grundlédggande sakerhet
skickas arligen ut till samtliga
medarbetare. Innehallet bestar bland
annat av Informationssékerhet och
informationsklassning, brand och
utrymning, forsta hjélpen och skydd av
personal mot hot och vald. Chefer i
organisationen far arligen genomfora
arbetsmiljoutbildning med innehall sa som
lagar och regelverk som reglerar
arbetsmiljoomradet, information om hur
risker kan identifieras och hur det gar att
arbeta forebyggande. Under 2023 har
sékerhetsansvarig kontinuerligt genomfort
utbildningar kring personalsékerhet.
Dessutom har utbildning i HLR genomforts.

SAMHALLSENGAGEMANG

Som lokalt kundégt bolag ar den storsta
vinsten att skapa varde for kunderna och
for Halland i stort. Det kan goras genom
att agera proaktivt for att forebygga
skador av olika slag, med hjalp av insatser
som framjar inkludering och mangfald i
samhéllet samt genom att bidra till olika
typer av hélsoframjande aktiviteter. Som
6msesidigt bolag finns det mojlighet att
agera langsiktigt och gora insatser idag
som gynnar samhallet pa langre sikt.
Darfor ar det av stor vikt att ha en stark
forankring i lokalsamhallet. Ambitionen &r
att engagemang ska genomsyra hela
verksamheten och Bolaget ska vara en
aktor som agerar for att ta ansvar har och
nu, men ocksa fér kommande
generationer.

Engagemang i det lokala samhiillet
LFAB sammanstaller varje ar
Hallbarhetsdatabasen. Databasen levererar
statistik kring olika typer av
hallbarhetsaspekter och ar ett bra
arbetsverktyg som gor det mojligt att
identifiera Halldndska utmaningar. Pa sa
sétt kan Bolaget sakerstalla att
samhallsinsatser riktas dar de gor skillnad.
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Tva av Bolagets fokusomraden inom
hallbarhet ar halsa och jamlikhet.
Statistiken i Hallbarhetsdatabasen visar att
hallanningarna éver lag mar relativt val
men att trenden kopplat till unga
personers upplevda valmaende daremot ar
negativ. Inom omradet halsa ligger darfor
fokus pa Psykisk halsa och valmaende
bland lanets unga. Nar det galler jamlikhet
finns det stora skillnader inom lanet. For
att minska ojamlikheten ar darfor
jamstalldhets- och inkluderingsfragor
prioriterade inom Bolaget.

Under 2024 gors en stor satsning pa
Bolagets samhéllsengagemang och en
projektgrupp har tillsats i syfte att
tillsammans med en extern konsult ta
nasta steg framat. Projektgruppen, som
bestar av medarbetare fran Bolaget, ska
tillsammans med foretagsledning under
2024 konkretisera och utveckla
arbetsséatt och fokusomraden inom ramen
for samhallsengagemang.

Samarbeten & aktiviteter
Under aret har det genomférts en rad
storre satsningar i lanet. Nedan
presenteras ett axplock.

Simkunnighet

Bolaget arbetar med insatser for att alla
barn ska ga ur grundskolan med
fullstandiga betyg, vilket &r en av flera
viktiga skyddsfaktorer for att de ska leva
ett tryggt liv. Darfor erbjuds barn som inte
Klarat simkunnighetskravet i arskurs 5 att
ga i sommarsimskola tillsammans med
simklubben SK Laxen. Utdver samarbetet
med SK Laxen har dven nyanlénda kvinnor
erbjudits kostnadsfri simundervisning
tillsammans med organisationen Woman
on Wednesday.

GUBBE- seniortjanst

Tillsammans med féretaget Gubbe agerar
Bolaget for att motverka ofrivillig
ensamhet bland l&nets dldre samtidigt som
ungdomar ges chansen att fa sitt forsta
jobb. Ett arbete i ledet med att bidra till en
trygg och halsosam fritid samt trygghet
for alla hallanningar. Genom att matcha
ihop en ungdom med en senior byggs det
broar i samhallet som forhoppningsvis har
flera positiva effekter pa langre sikt.
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#Framdt

2023 fortlopte samverkansprojekt #Framat
tillsammans med Halmstads Bollklubb.
Projektet syftar till okat valmaende och
delaktighet bland barn och unga. Under
aret har spelare i HBK genomfort en rad
skolbesok (bade fysiska och digitala) dar
fragan om psykisk halsa och valmaende
lyfts bland elever i arskurs 5. Projektet har
aven besokt ungdomar i olika
fotbollsklubbar, bjudit in barn med olika
typer av svérigheter till Orjans vall samt
arrangerat Foreningsdagen under
sommaren. Under 2024 kliver projektet in i
en ny fas dar Bolaget tillsammans med
HFAB och Getinge AB sitter i styrgruppen.

#FRAMAT

Bols i samhillet

Samverkansprojektet BoIs i samhallet, med
fokus pa barn och ungas halsa och
delaktighet, har aven det fortlopt under
2023. Projektet har under aret genomfort
bland annat l&smatchen, vilket har
inneburit att spelarna i Bols traffat
ungdomar i kommunen for att ldsa en bok
som efterat legat till grund for samtal kring
halsa och valmaende. Projektet har dven
delat ut bland annat fotbollar till skolor i
kommunen. Bolaget ar delfinansiarer och
sitter i styrgruppen for projekt.

Stdda Halland

Tillsammans med idrottens
miljoorganisation Stada Sverige har
Lansforsakringar Halland under flera ar
arrangerat #Stada Halland dar hundratals
ungdomar via sina foreningar engagerat sig
for att samla skrép i sitt naromrade.
Samarbetet bidrar till ett levande
foreningsliv samtidigt som ungdomarna far
kunskap kring negativa effekter kopplat till
nedskrdpning.

Skolmat under jullovet

Tillsammans med HFAB (Halmstads
fastighetsbolag) tillsag Bolaget att omkring
120 barn pa Andersberg serverades lunch
under jullovet. Skolan gav tydliga signaler
om oro for elevernas halsa under jullovet
da man, med tanke pa radande ekonomiska
lage, bekymrade sig dver att barnen inte
hade mdjlighet att ata sig matta i hemmet.

Transaktion 09222115557511607789

E-sport for alla

Som ett led i att bidra till inkludering och
trygg och hélsosam fritid for alla,
samarbetar Bolaget med RBU Halland
(Riksforbundet for rorelsehindrade barn
och ungdomar). 2021 medfinansierade
Bolaget RBU Hallands e-sport labb som ar
anpassat efter barn och unga med
rorelsehinder av olika slag och samarbetet
har fortlopt aven under 2023.

Organisationens e-sportlabb har under
aret fatt en uppfraschning och den ideella
foreningen Young Gamers startades.
Stottning gavs via foreningsfonden.

Hallbar utveckling inom

foreningslivet

Under aret har ett nytt koncept for
foreningssponsring implementerats i syfte
att sponsringen mer tydligt och malinriktat
ska gora skillnad i, framfor allt, de
halldndska barnen och ungdomarnas
fritidsliv. Fran och med 2024 arbetar
Bolaget mot att bidra till 6kad hallbarhet
inom féreningslivet och gor sa genom tre
sponsringsspar.

Via Féreningsfonden kan man som férening
ansoka om konkreta insatser till
exempelvis en lagerresa eller ett nytt
matchstall. Via Hallbarhetssprdnget soker
man stod for lite storre insatser som l6per
over flera ar, exempelvis utbildnings-
insatser. Via Samhdllsinvesteringar nds
lanets elitforeningar dar Bolaget jobbar
l[angsiktigt och ofta gar in med tid som
resurser, exempelvis genom att sitta i
styrgrupper.

T alla foreningar som erbjuds sponsring,
oavsett storlek, ska alla ledare som moter
barn- och ungdomar genomféra en
utbildning kring psykisk hélsa for barn och
unga. Utbildningen ar kostnadsfri och
digital. Responsen fran féreningarna har
varit mycket positiv. Malet om att
sponsringen ska vara jamstalld ligger kvar
aven for 2024.

Foreningsfonden
EXEMPEL PA SPONSRING
& Bollar
& Bidrag att genomfora cup
] Laneutrustning fér nyboérjare
] Medaljer till cup (med LF-band)
@ Karlfor pantburkar
& Trivsel- och tavlingslager
& Symaskin
@ Mobil avbytarbank
@ Sponsring av
fotbollssommarskola
@ Tréningsvastar
& Bygga egen laktare
& Traffar for funktionsvarierade
barn och ungdomar
& Arbete med unga ledare (arvode)
@ Mat till Hockeyns dag
& Roddmaskin till eget gym
& Avgiftssubventioner for
fortsattning pa simskola
ENGAGEMANG 2023 2022
IDROTT
Foéreningar (Mkr) 2,7 2,7
Totaltantal foreningar 100 92

Majoriteten av de foreningar Bolaget
sponsrar ar sma eller medelstora
foreningar som har bade dam- och herrlag,
vilket gor det svart att exakt sarskilja hur
pengarna fordelas. I de fall det gar att
sakerstalla hur pengarna fordelas
konstatera att sponsringen ar jamstalld.
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MANSKLIGA
RATTIGHETER

IDENTIFIERADE RISKER

RISKER INOM MANSKLIGA RATTIGHETER

"Risken for forluster till fljd av att Bolaget
sjdlva eller nagon av dess samarbetspart-
ners bryter mot de manskliga rattigheterna.”

Risker relaterade till manskliga rattigheter
kan vara saval direkta, som indirekta.
Direkta risker ar risker for exempelvis
ojamstalldhet, diskriminering och
otillfredsstallande arbetsférhallanden
inom Bolagets fyra vaggar. Indirekta risker
ar risker som finns i vardekedjan,
exempelvis hos leverantorer eller i
investeringar. Bolaget ska jobba for att
identifiera, forebygga, lindra eller pa andra
satt ta ansvar for verksamhetens paverkan
pa manskliga rattigheter, saval positiv som
negativ. Hur nara och pa vilket satt
verksamheten paverkar de manskliga
rattigheterna, saval som om paverkan ar
direkt eller indirekt, ar avgorande for hur
fragan ska adresseras.

ANSVARSFULL ARBETSGIVARE
Bolaget varnar om alla medarbetare och
ska arbeta for att skapa de basta
forutsattningarna for dem utifran en rad

aspekter, sa som halsa, sakerhet, mangfald,

franvaro av diskriminering och inte minst
trygghet. Lansférsakringar Halland ska
vara en valkomnande och inkluderande
arbetsplats dar alla har samma rattigheter
och mojligheter.

Lds mer Bolagets arbete med sociala- och
personalrelaterade aspekter med start pa
sida 23.

ANSVARSFULLA
SAMARBETSPARTNERS

Bolagets leverantorer och samarbets-
partners ska leva upp till god standard nér
det géller manskliga rattigheter. Det ska
sakerstallas vid saval upphandling som vid
regelbunden uppféljning.

Uppforandekod for leverantorer
Uppférandekod for leverantérer syftar till
att sdkerstélla att Bolagets leverantérer
upptrader lagenligt, ansvarsfull, etiskt
samt hallbart och ska vara en del av
avtalsvillkoren. Uppférandekoden for
leverantorer ar baserad pa FN:s Global
Compact's tio principer for hallbart
foretagande och omfattar bland annat
manskliga rattigheter.

3 S

e

Arbetet kring respekt for manskliga
rattigheter kopplas till foljande fokus-
mal fér hallbarhetsarbetet:

12 5 [l 16 5 Y 13 5,
s faktorer:
QO & &
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Leverantéren ska uppfylla féljande
definierade krav inom manskliga
rattigheter:

Réttvis & lika behandling: s som att
behandla alla medarbetare med respekt
och vardighet samt ha nolltolerans mot
psykiska, fysiska och sexuella krankningar.
Asikts- och yttrandefrihet samt ratt till
integritet: genom att bland annat
respektera medarbetarens asikts- och
yttrandefrihet samt medarbetarens
rattighet att fritt organisera sig och
ansluta sig fackligt, utan risk for
repressalier.

Barnarbete & tvangsarbete: sakerstalla att
barnarbete inte férekommer och att allt
arbete ar frivilligt.

Anstéllningsvillkor: s& som att
medarbetarna ska ha rétt till lika lon for
lika arbete och att anstallningsvillkor ska
vara forenliga med gallande lagar,
forordningar och tilldmpliga obligatoriska
branschstandarder.

Arbetsmiljo & sékerhet: genom att bland
annat gora riskbedémningar, sakerstalla
att det finns rutiner for rapportering av
tillbud och olyckor, tillgdngliggora
utbildning och skyddsutrustning samt
sékerstalla tillrackligt brandskydd.
Incidenthantering: se till att medarbetare
anonymt kan rapportera eller
kommunicera avvikelser och misstankar
om oegentligheter eller missforhallanden
om de har 6ver 50 anstallda.

Under 2023 tillampades Uppférandekod for
leverantorer som en del av avtalsvillkoren
for 80% av inkdp och upphandlingar.
Anledningen till att andelen inte uppgar till
100% ar for att det inte alltid ar tillampbart
vid inkdp och upphandlingar av enklare
slag, s& som exempelvis engangskop, samt
att leverantérens standardavtal i
férekommande fall anvénds. Motor-
verkstéader f6ljs upp genom Autotekniks
certifieringsprogram och dialoger férs for
att anpassa uppféljningen till Bolagets
Uppférandekod.

Ambitionen &r att leverantérer och
samarbetspartners [6pande ska foljas upp
med utgangspunkt i uppférandekoden.
Under 2023 féljdes 30% av leverantdrerna
upp, varav samtliga bedomdes efterleva
kraven. Under 2024 kommer det tas ett
omtag kring uppfoljningen med malet att
fler leverantorer och samarbetspartners
foljs upp och att det gérs mer
systematiskt.

TRYGG KAPITALFORVALTNING

Genom Bolagets investeringar finns det en
risk att, via till exempel ett fondinnehav,
blir delagare i bolag vars verksamhet pa
nagot satt strider mot manskliga
rattigheter. Inte minst med tanke pa att
investerar gors globalt via externt
forvaltade fonder.

Bolaget gor darfor investeringar i enighet
med erkénda internationella krav och
standarder och ska alltid strava efter att
bidra till hallbarhetsinriktade
6verenskommelser s som principerna i FN
Global Compact och principerna for
ansvarsfulla investeringar (PRI).

Forebygga & reducera negativ

paverkan

Manskliga rattigheter &r ett av de omraden
som ryms inom ramen fér Bolagets arbete
med ansvarsfulla investeringar.
Investeringar far inte goras i bolag
misstanks 6vertrada principer for
ansvarsfullt féretagande, inklusive brott
mot grundldggande manskliga rattigheter.

Arbetet med att motverka investeringar i
bolag som anses korrupta ska utga fran
visionen om hallbart vardeskapande
forvaltning med tillhorande plattform och
fokusomraden och genom att tillampa
ansvarsfulla investeringsstrategier.

Lds mer om Bolagets arbete med
ansuarsfulla investeringar under rubriken
trygg kapitalférualtning under ausnittet fér
miljé- och klimataspekter med start pd sida
19.

Investeringar for positiv paverkan
Lansforsakringar Halland har valt att géra
investeringar som har en direkt positiv
paverkan pa manskliga rattigheter. Detta
genom investering i mikrolanefonder vilka
finansierar bland annat féretag och
l&neinstitut som tillhandahaller alternativa
affarsmodeller eller finansiella tjanster och
kapital som riktas mot savél privatpersoner
som sma och medelstora foretag i
utvecklingslander.

Mikrofinansiering utvidgar
finansmarknadernas réckvidd och ger
entreprendrer tillgang till tjanster de
behdver for att starta eller utveckla ett
foretag. Inkomsten kan de sedan anvanda
till att investera i humankapital s& som
hélsa och utbildning.
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MOTVERKAN AV
KORRUPTION

IDENTIFIERADE RISKER

KORRUPTIONSRISKER

—

"Risken for forluster kopplat till bedragerier.”

Korruptionsrisk ar risken for forluster
kopplat till bedragerier och mutor/
bestickning, exempelvis genom avsaknad
av god styrningspraxis, interna kontroller,
externa revisioner, transparens och
ersattningspolicys. Penningtvatt,
finansiering av terrorism, intresse-
konflikter, otillaten paverkan och tysta
éverenskommelser, anvandande av
kurspaverkande information och
korruption ar risker alla bolag inom finans-
och forsakringsbranschen behéver
hantera. For Bolaget, som verkar i en
utpraglad fortroendebransch, vilket
innebar att Bolaget ska agera pa ett satt
som langsiktigt inger fortroende hos
Bolagets intressenter, ar det prioriterat att
forhindra olika typer av bedragerier.

Inom Lansforsakringsgruppen bedrivs ett
omfattande arbete for att begransa risken
for att verksamheten ska anvandas eller
utsattas for finansiell brottslighet.

Intern styrning och kontroll
Finans- och férsakringsbranschen lyder
under strikta regler och lagkrav i syfte att
forhindra korruptionsrisker. Arbetet med
att minimera korruptionsrisker bedrivs
saval internt som externt gentemot kunder
och samarbetspartners och foljs upp
genom Bolaget foretagsstyrningssystem.
Medarbetare forvantas folja de processer
och arbetssatt som upprattas och det gors
kontinuerliga uppféljningar och kontroller.

For att forhindra korruptionsrisker finns
det en tydlig och dokumenterad process
dar risker identifieras och hanteras. Risker
identifieras genom att policys och riktlinjer
upprattas och efterlevs, kontrollaktiviteter
genomfors och dokumenteras samt att
uppfoljning gors som en integrerad del av
arbetet pa alla nivaer i organisationen.
Risker hanteras dels genom ett
systematiskt arbete med att minska risk
for penningtvatt och finansiering av
terrorism, brottslig verksamhet, mutor
bestickning och bedrégerier, dels genom
att uppratta god kundkannedom. Internt
har riskhanteringsfunktion, utrednings-

Arbetet med att motverka korruption
kopplas till foljande fokusmal for
hallbarhetsarbetet:

Hygien-

16 i [ 17 S
faktorer: SN N
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funktion och sékerhetsfunktion viktiga
roller i bade proaktivt och reaktivt arbete.

Under 2023 paborjades ett arbete med att
se over vilka interna sakerhetskontroller
som finns inom Bolagets alla
verksamhetsdelar. En dversyn gors av vilka
risker som finns kopplade till bland annat
anti-korruption och arbetet ska leda till
framtagande av nya kontroller for att
minska risken for oegentligheter. Arbetet
vantas vara klart 2024.

UTBILDNING

Obligatoriska utbildningar genomfors for
alla nyanstéllda inom bank och liv rérande
bland annat kundkannedom, regler kring
penningtvatt och finansiering av terrorism
samt banksekretess. Darefter sker arliga
utbildningar och uppféljningar.

Alla medarbetare genomgar den
obligatoriska utbildningen kring Bolagets
Uppfférandekod, vilken faststalls av
styrelsen. Syftet ar att skapa medvetenhet
kring affarsetik och uppmarksamma de
korruptionsrisker som finns. Utbildningen
ska ocksa fortydliga hur medarbetaren
forvantas agera om bedrageri upptécks.
Darutover gar alla medarbetare ocksa en
arlig sakerhetsrepetition i syfte att
tydliggéra var och ens ansvar med att
skydda Bolagets tillgangar och skapa
trygghet for kunder och medarbetare.
Utbildningen utgar fran Bolagets
Sdkerhetspolicy och Sékerhetsriktlinje.

I takt med att verksamheten dvergar till
alltmer digitala arbetssatt okar risken for
att Bolaget utsattas for digitala attacker.
For att 6ka den digitala sakerheten och
minska risken for att brottslig verksamhet
far olaglig tillgang till information via
exempelvis bluffmeddelanden gar alla
medarbetare regelbunden utbildning i
natfiske, sa kallas Phishing. Dessutom
skickar IT-avdelningen testmeddelanden
via mejl for att sakerstalla medvetenheten
hos medarbetarna.

Bolagets styrdokument finns vid varje givet
tillfalle enkelt tillgangliga for medarbetarna
pa intranatet. 88% av medarbetarna har
under 2023 slutfort utbildning om Bolagets
styrdokument.Vd-staben kommer att
genomfora en Gversyn av och utveckla
utbildningsplanen for medarbetare,
foretagsledning, fortroendevalda,
fullmaktige och styrelse under 2024.

TRYGGA FORSAKRINGAR
Skadereglering

Reglering av skador ar ett
verksamhetsomrade som ar extra utsatt
for korruptionsrisker. Bolaget har darfor
system for sakerstéllande av intern
styrning och kontroll. Dagliga
stickprovskontroller pa utférda
skadeutbetalningar, kvalitetskontroller och
extern revision ar exempel pa
kontrollaktiviteter som utfors regelbundet.

Utredning av korruptionsrisker
Bolagets utredningsverksamhet utreder
oklara forsékringsfall och misstankta
bedragerier i forsakringsarenden.
Utredarna har till uppgift ar att aktivt
arbeta med att forhindra penningtvatt,
finansiering av terrorism och korruption.
Arbetet bestar bade av att utreda skador
liksom att bista inforsakring med
information och kunskap. Dessutom &r en
viktig del av arbetet utbildning av
skadehandléggare, samverkan med andra
forsakringsbolag och brottsférebyggande
myndigheter samt riktade aktiviteter.
Bolagets malsattning ar att ratt erséttning
gar till ratt person.

Kundkadnnedom

Enligt penningtvattslagen ska
livforsakringsbolag alltid ha kundkanne-
dom om saval nya som befintliga kunder.
Det innebar att nar en ny eller befintlig
kund vill inga avtal eller utfora vissa
transaktioner ska ny kundkannedom
inhdmtas eller aktuell kundkannedom
sakerstallas och dokumenteras. Om det
inte finns tillracklig kundkannedom for att
kunna hantera risken, exempelvis
penningtvatt och finansiering av terrorism,
far affarbindelser inte etableras eller
uppratthallas.

Personalskador

For att undvika javssituationer och
intressekonflikter i skaderegleringen finns
en sarskild process for anmalda privata
personalskador. Alla skador som anmals av
medarbetare och narstaende till
medarbetare ska hanteras, och eventuellt
provas, av skadereglerare pa ett annat
utsett lansforsakringsbolag enligt det
handldggande bolagets arbetssitt.
Kontroller utférs regelbundet for att
sakerstalla att personaldrenden inte
hanteras av skadehandlaggare inom det
egna Bolaget.
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TRYGG BANK

Genom aktiv dvervakning och rapportering
av transaktioner sker ett systematiskt
arbete kring att minska risken for
penningtvatt och finansiering av terrorism,
brottslig verksamhet och bedragerier inom
banken.

Begransningar i utlandsbetalningstjansten,
som innebar restriktioner kring lander det
kan goras betalningar till/fran, finns for att
minska risken for penningtvatt. Dartill
bevakas aven andra forsok till bedragerier
som exempelvis kortbedragerier.

Centralt, pa LFAB finns mer avancerad
teknik for att identifiera risker i
kundsegmenten. Om det i kredittagarens
verksamhet finns sarskilt identifierade
risker avseende till exempel korruption
eller annan kriminell verksamhet gérs en
beddmning av hur stor den ekonomiska
risken ar och om den risken medfér avslag
i kreditansokan.

Personalbanken

For att undvika javssituationer och
intressekonflikter i bankérenden har
Lansforsakringsbolagen en gemensam
personalbank som hanterar
séllanforekommande, komplexa och
kansliga bankarenden. Personalbanken &r
inte en del av Bolaget vilket reducerar
risken for beroendestallning, avsteg eller
felaktig prissattning.

ANSVARSFULLA

SAMARBETSPARTNERS

I Bolagets Uppférandekod for leverantérer
anges att korruption i alla former ar
forbjudet. Det ar till exempel aldrig tillatet
for leverantorer att direkt eller indirekt
krava, be om, acceptera eller erbjuda
férmaner eller mutor i samband med
affarsuppgérelser. Bolagets leverantorer
ska aktivt motarbeta ekonomisk
brottslighet sdsom skattebrott,
penningtvatt, bedrageri, utpressning och
finansiering av terrorism.

TRYGG KAPITALFORVALTNING

Forbud mot marknadsmissbruk
For Bolaget galler de straffrattsliga
reglerna om forbud mot marknads-
missbruk (forbud mot insiderhandel,
marknadsmanipulation och olagligt réjande
av insiderinformation). Det innebér ett
generellt forbud for en person som har
insiderinformation att utnyttja den for
egen eller annans rakning, direkt eller
indirekt, genom att forvarva eller avyttra
finansiella instrument som denna
information ror. Det innebar aven ett
forbud mot att réja insiderinformation till
personer som inte behéver denna
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information for att kunna utféra sitt
arbete. Reglerna forbjuder ocksa
marknadsmanipulation. Syftet med
reglerna ar att uppratthalla ett hogt
fortroende for de finansiella marknaderna
och att all handel pa marknaderna ska ske
pa lika villkor.

Ansvarsfulla investeringar
Korruption ar ett av de omraden som ryms
inom ramen for Bolagets arbete med
ansvarsfulla investeringar. Investeringar
far inte goras i stater och jurisdiktioner
samt statligt kontrollerade bolag som
bedoms vara auktoritdra eller korrupta.
Investering far heller inte goras i stater
och jurisdiktioner som inte anses uppfylla
grundlaggande standarder for
skatteforvaltning och for att inte hindra
skatteflykt.

Arbetet med att motverka investeringar i
bolag som anses korrupta ska utga fran
visionen om hallbart vardeskapande
forvaltning med tillhdrande plattform och
fokusomraden och genom att tillampa
ansvarsfulla investeringsstrategier.

Lds mer om Bolagets arbete med
ansuarsfulla investeringar under rubriken
trygg kapitalférualtning under ausnittet for
milj6- och klimataspekter med start pd sida
19.

INTERNA OEGENTLIGHETER
Gavor, beloningar och andra

formaner

I Bolagets Uppférandekod anges grunder
och principer for hur gavor, beléningar och
andra formaner ska hanteras. Riktlinjen for
hantering av gavor, beloningar och andra
formaner syftar till att tillse att Bolagets
intresse av att medarbetare och
styrelseledaméter inte ater sig paverkas
att agera till nackdel for Bolaget genom att
exempelvis ge eller ta emot tillatna
formaner. Riktlinjen syftar ocksa till att
framja en effektiv och sund konkurrens pa
finansmarknaden, samt till att oka
fortroendet for Bolaget, saval som for
naringslivet.

Visselblasning

I syfte att motverka och stoppa brott samt
vid misstanke om brott, i eller nara
verksamheten, finns en visselblasarrutin.
Rutinen ar tillganglig for medarbetare och
andra knutna till verksamheten. Den som
anmaler har ratt att vara anonym och att
inte utsattas for repressalier pa grund av
sin anmalan. Visselblasarrutinen ska ses
som ett alternativ till 6vriga
rapporteringsvagar.

Pa Bolagets hemsida ges végledning om
hur rapportering via visselblasarfunktionen
kan ske. Det behovs inga bevis men
rapporteringen ska alltid géras i god tro.
Alla rapporter behandlas strikt
konfidentiellt med beaktande av
anmalarens integritet. Anmélaren ska inte
riskera att drabbas av negativ
sarbehandling eller repressalier med
anledning av rapporteringen sa lange
uppgifterna inte ar uppenbart medvetet
oriktiga.

Inga visselblasararenden har rapporterats
under 2023.

Intressekonflikter

Av bolagsordningen foljer begransningar
utifran ett intressekonfliktsperspektiv for
vem som tillats sitta som fullmaktige i
Bolaget. Valberedningen har i uppdrag att
foresla styrelseledamoéter och att
genomfora en l&mplighetsbedomning av de
foreslagna ledamoterna. Lamplighets-
beddmning sker infor nyval och darefter
arligen och omfattar bland annat en
beddmning av risken for intressekonflikter
med anledning av exempelvis aktiedgande,
andra uppdrag och néra relationer. Infor
varje styrelsesammantrade gérs aven en
beddmning av om det foreligger jav eller en
intressekonflikt for nagon av
styrelseledamoterna med anledning av
arenden upptagna pa dagordningen.

Jav eller annan intressekonflikt kan vara
uttryckligen forbjudna enligt lag eller vara
av sadan karaktar att de inte &r forbjudna
enligt lag. I alla javs- och intressekonflikts-
situationer ska styrelsen strava efter en
lamplig hantering av situationen i syfte att
agera fortroendefullt. Enligt Uppférande-
koden ska vissa intressekonflikter helt
undvikas, sasom beslutsfattande vid en
javssituation. Intressekonflikter som inte
kan undvikas ska hanteras genom
exempelvis samtycke av intressent,
sarskilda begransningar, dokumentations-
skyldighet, uppféljning, utbildning,
oppenhet och transparens.

Styrelsen har faststallt Riktlinje for
identifiering och hantering au
intressekonflikter genom vilken det stélls
krav pa att intressekonflikter i
verksamheten l6pande identifieras,
hanteras och dokumenteras. Dessutom
genomfor foretagsledningen arligen en
work shop som omfattar en utvardering av
tidigare identifierade intressekonflikter
och en férnyad intressekonfliktsanalys
med dtgarder som aterrapporteras till
styrelsen.
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Incidenthantering

Sékerhetsansvarig ansvarar for
uppféljning, radgivning och samordning av
de incidenter som rapporteras in. Vid sin
genomgang ska denne sakerstalla att
registrerade incidenter hanterats och foljts
upp av verksamheten. Sékerhetsansvarig,
GDPR- samordningsansvarig och
riskhanteringsfunktionen har ett nara
samarbete kring incidenthanteringen.

Mycket allvarliga incidenter rapporteras
omgaende vidare av sakerhetsansvarig
direkt till vd och styrelse. Rapportering av
incidenter sker kvartalsvis till samtliga
chefer. Sdkerhetsansvarig rapporterar om
sakerhetsarbetet till Vd och styrelse
halvarsvis. Under 2023 rapporterades
totalt 70 incidenter, jamfort med 62
foregdende ar.

Kundintegritet

Det ar av yttersta vikt for bolagen inom
lansforsakringsgruppen att varna dess
kunders, anstalldas och andra
registrerades personliga integritet - i
synnerhet da Lansforsakringsgruppen
ytterst &gs av kunderna och en
6vervagande del av bolagens anstéllda
ocksa ar kunder hos nagot av bolagen.
Saledes ar det centralt att bolagen
behandlar personuppgifter enligt lag.
Lagenlig hantering av personuppgifter ar
inte bara en sjalvklarhet ur ett juridiskt och
ett moraliskt perspektiv utan aven ur ett
effektivitetsperspektiv da god ordning pa
bolagens information &r en forutsattning
for att bedriva en effektiv verksamhet med
mindre risk for fel.

KLAGOMALSHANTERING

Eftersom Bolaget ar ett lokalt, kundagt
bolag ar det extra viktigt att kunderna ar
nojda. Nar en kund eller motpart till
Bolaget ar missndjd med hanteringen av en
finansiell tjanst eller produkt finns darfor
en process for klagomalshantering. Malet
ar att alla klagomal ska hanteras
omsorgsfullt och sa snabbt som majligt.

Om en kund &r missndjd med ett beslut
eller hanteringen av ett drende ska i forsta
hand handlaggaren av arendet ga igenom
det igen. Har det inkommit nya fakta eller
om det ar fraga om en tolkningsfraga har
handlaggaren majlighet att omprova
arendet pa egen hand eller i samrad med
kollegor. Om missndje fran kund kvarstar
l@mnas drendet 6ver till handlaggarens
chef som ser 6ver om det gar att omprova.
Skulle chefens beslut inte vara
tillfredstallande for den klagande kan
personen i fraga da vanda sig till och fa
arendet provat av klagomalsansvarig
genom en oberoende granskning.
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INTERNA 2023 2022
OGENTLIGEHTER

Antal 0 0
visselbldsarérenden

{\nt.al rapporterade 70 62
incidenter

KLAGOMAL 2023 2022
Antal klagomaltill

kundombudsman 28 31
Antal klagomalsom

dndratstillkundens 2 2
fordel

Antal drenden anmalda

tillARN 16 1
Antal drenden anmalda

tillARN dér beslut 0 0

andratstillkundens
fordel

Under 2023 anméldes 28 klagomal till
kundombudsman, varav tva andrades till
kundens fordel. 16 klagomal rapporterades
under aret till Allméanna Reklamations-
namnden, varav inget drende dndrades till
kundens fordel.
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Revisorns yttrande avseende den lagstadgade hallbarhetsredovisningen

Till bolagstdmman i Lansférsakringar Halland, organisationsnummer 549202-0028.

Uppdrag och ansvarsfaordelning

Det ar styrelsen som har ansvaret for hallbarhetsredovisningen for ar 2023 och for att den &r upprattad i enlighet med
arsredovisningslagen.

Granskningens inriktning och omfattning

Var granskning har skett enligt FARs rekommendationer RevR 12 Revisorns yttrande om den lagstadgade hallbarhetsredovisningen. Detta
innebar att var granskning av hallbarhetsredovisningen har en annan inriktning och en vasentligt mindre omfattning jamfort med den
inriktning och omfattning som en revision enligt International Standards on Auditing och god revisionssed i Sverige har. Vi anser att
denna granskning ger oss tillracklig grund for vart uttalande.

Uttalande

En hallbarhetsredovisning har uppréttats.

Stockholm den dag som framgar av var underskrift
Ohrlings PricewaterhouseCoopers AB

=~

Morgan Sandstrém
Auktoriserad revisor

Denna rapport utgér den lagstadgade hallbarhetsredovisning som Léinsforsdkringar Halland dr skyldigt att uppritta enligt
arsredovisningslagen och avser rdkenskapsaret 2023. Informationen i redovisningen omfattar Lénsforsdkringar Halland (549202-0028)
och dess dotterforetag om inget annat anges.

1 samband med undertecknande av foretagets darsredovisning har styrelsen och den verkstdllande direktoren ocksa godkdint och avgivit
hallbarhetsredovisningen.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-27 10:01:09.885546 UTC ±10 ms

    		2024-02-27 09:54:31.156679 UTC

    		

      147.161.188.119

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Marcus Åkesson (MÅ) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-02-28 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-27 10:01:09.885546 UTC ±10 ms

    		2024-02-27 09:54:31.156679 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (morgan.sandstroem@pwc.com) to Morgan Sandström (MS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-27 10:01:09.885546 UTC ±10 ms

    		2024-02-27 09:54:31.156679 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to review the document via email to Mia Samskog Qvarnström (MSQ). The invitation included a link that when clicked led to Scrive eSign’s online interface to review documents. 



      


    

  



  

  

    		2024-02-27 10:01:20.928833 UTC ±10 ms

    		2024-02-27 09:54:31.156679 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Morgan Sandström (MS) was delivered.

      


    

  



  

  

    		2024-02-27 10:01:20.948653 UTC ±10 ms

    		2024-02-27 09:54:31.156679 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to review the document sent via email to Mia Samskog Qvarnström (MSQ) was delivered.

      


    

  



  

  

    		2024-02-27 16:31:08.454246 UTC ±53 ms

    		2024-02-27 15:54:42.160125 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Mia.SamskogQvarnstrom@LFhalland.se was opened.

      


    

  



  

  

    		2024-02-27 17:11:33.413955 UTC ±25 ms

    		2024-02-27 16:54:44.233535 UTC

    		

      165.1.241.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The party Morgan Sandström (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 17:11:35.044769 UTC ±25 ms

    		2024-02-27 16:54:44.233535 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to morgan.sandstroem@pwc.com was opened.

      


    

  



  

  

    		2024-02-27 17:12:03.562029 UTC ±25 ms

    		2024-02-27 16:54:44.233535 UTC

    		

      165.1.241.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Morgan Sandström (MS) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		32		0.334		0.395



 

      


    

  



  

  

    		2024-02-27 17:12:08.905928 UTC ±26 ms

    		2024-02-27 16:54:44.233535 UTC

    		

      165.1.241.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Morgan Sandström (MS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsrapport 2023" med transaktionsnummer 9222115557511607789.












Data returned from 

  the BankID network

:

  
Name: MORGAN SANDSTRÖM

  
ID number: 

  197604098959



  
IP: 94.234.106.223
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-27 17:12:08.905928 UTC ±26 ms

    		2024-02-27 16:54:44.233535 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.51 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.652%

		|e| < 5 ms: ≈99.743%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-17 01:15:51.584962 UTC and 2024-02-27 16:54:44.233535 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  





  

    		2024-02-14 16:42:22.920093

    		1.7 ms

  





  

    		2024-02-14 17:42:25.842837

    		3.2 ms

  





  

    		2024-02-14 18:42:27.76081

    		-1.7 ms

  





  

    		2024-02-14 19:42:30.671734

    		1.1 ms

  





  

    		2024-02-14 20:42:32.522394

    		-2.3 ms

  





  

    		2024-02-14 21:42:35.687393

    		-1.9 ms

  





  

    		2024-02-14 22:42:38.239761

    		-0.5 ms

  





  

    		2024-02-14 23:42:40.186253

    		-0.6 ms

  





  

    		2024-02-15 00:42:41.810624

    		0.2 ms

  





  

    		2024-02-15 01:42:43.456825

    		-0.8 ms

  





  

    		2024-02-15 02:42:46.336648

    		1.1 ms

  





  

    		2024-02-15 03:42:49.042853

    		-1.3 ms

  





  

    		2024-02-15 04:42:52.059296

    		-0.1 ms

  





  

    		2024-02-15 05:42:54.237555

    		-0.7 ms

  





  

    		2024-02-15 06:42:56.593869

    		1.4 ms

  





  

    		2024-02-15 07:42:59.662576

    		0.2 ms

  





  

    		2024-02-15 08:43:01.312715

    		1.0 ms

  





  

    		2024-02-15 09:43:03.959031

    		2.5 ms

  





  

    		2024-02-15 10:43:07.337675

    		4.3 ms

  





  

    		2024-02-15 11:43:08.985367

    		-0.5 ms

  





  

    		2024-02-15 12:43:11.156839

    		3.2 ms

  





  

    		2024-02-15 13:43:12.810035

    		0.4 ms

  





  

    		2024-02-15 14:43:14.409592

    		1.7 ms

  





  

    		2024-02-15 15:43:16.691408

    		-0.3 ms

  





  

    		2024-02-15 16:43:19.52791

    		0.2 ms

  





  

    		2024-02-15 17:43:21.908791

    		1.0 ms

  





  

    		2024-02-15 18:43:24.636485

    		-2.9 ms

  





  

    		2024-02-15 19:43:27.249317

    		1.7 ms

  





  

    		2024-02-15 20:43:29.731557

    		-1.1 ms

  





  

    		2024-02-15 21:43:33.810297

    		2.1 ms

  





  

    		2024-02-15 22:43:35.755283

    		-0.9 ms

  





  

    		2024-02-15 23:43:37.616406

    		-2.7 ms

  





  

    		2024-02-16 00:43:40.126285

    		-0.3 ms

  





  

    		2024-02-16 01:43:41.665795

    		1.5 ms

  





  

    		2024-02-16 02:43:44.691775

    		-1.4 ms

  





  

    		2024-02-16 03:43:47.10552

    		0.3 ms

  





  

    		2024-02-16 04:43:49.847441

    		0.2 ms

  





  

    		2024-02-16 05:43:51.44311

    		1.5 ms

  





  

    		2024-02-16 06:43:53.696417

    		-1.6 ms

  





  

    		2024-02-16 07:43:56.389996

    		-1.5 ms

  





  

    		2024-02-16 08:43:58.959191

    		-1.4 ms

  





  

    		2024-02-16 09:44:00.668271

    		2.4 ms

  





  

    		2024-02-16 10:44:02.8603

    		1.4 ms

  





  

    		2024-02-16 11:44:04.417003

    		1.4 ms

  





  

    		2024-02-16 12:44:06.046307

    		2.8 ms

  





  

    		2024-02-16 13:44:07.915922

    		1.4 ms

  





  

    		2024-02-16 14:44:10.017679

    		-0.2 ms

  





  

    		2024-02-16 15:44:11.613158

    		0.0 ms

  





  

    		2024-02-16 16:44:14.16357

    		1.9 ms

  





  

    		2024-02-16 17:44:16.753034

    		-0.3 ms

  





  

    		2024-02-16 18:44:19.557912

    		-0.6 ms

  





  

    		2024-02-16 19:44:22.404785

    		1.6 ms

  





  

    		2024-02-16 20:44:26.033992

    		-0.6 ms

  





  

    		2024-02-16 21:44:28.802412

    		-0.7 ms

  





  

    		2024-02-16 22:44:31.227938

    		-0.9 ms

  





  

    		2024-02-16 23:44:33.77112

    		-1.0 ms

  





  

    		2024-02-17 00:44:37.077617

    		4.4 ms

  





  

    		2024-02-17 01:44:39.26539

    		5.1 ms

  





  

    		2024-02-17 02:44:40.955615

    		0.6 ms

  





  

    		2024-02-17 03:44:43.325552

    		1.7 ms

  





  

    		2024-02-17 04:44:46.358132

    		1.0 ms

  





  

    		2024-02-17 05:44:49.10824

    		0.7 ms

  





  

    		2024-02-17 06:44:50.781127

    		-1.3 ms

  





  

    		2024-02-17 07:44:52.648143

    		0.4 ms

  





  

    		2024-02-17 08:44:55.854007

    		1.7 ms

  





  

    		2024-02-17 09:44:57.989768

    		1.7 ms

  





  

    		2024-02-17 10:45:00.351023

    		-0.4 ms

  





  

    		2024-02-17 11:45:02.813826

    		3.7 ms

  





  

    		2024-02-17 12:45:04.937945

    		3.9 ms

  





  

    		2024-02-17 13:45:06.83911

    		0.7 ms

  





  

    		2024-02-17 14:45:09.033374

    		2.5 ms

  





  

    		2024-02-17 15:45:11.423052

    		3.4 ms

  





  

    		2024-02-17 16:45:13.371077

    		0.5 ms

  





  

    		2024-02-17 17:45:15.999884

    		-0.5 ms

  





  

    		2024-02-17 18:45:19.962017

    		1.2 ms

  





  

    		2024-02-17 19:45:22.322661

    		-0.9 ms

  





  

    		2024-02-17 20:45:24.399242

    		-0.1 ms

  





  

    		2024-02-17 21:45:26.894792

    		2.6 ms

  





  

    		2024-02-17 22:45:28.412182

    		-0.7 ms

  





  

    		2024-02-17 23:45:30.155642

    		0.6 ms

  





  

    		2024-02-18 00:45:31.67287

    		-0.7 ms

  





  

    		2024-02-18 01:45:33.474724

    		0.9 ms

  





  

    		2024-02-18 02:45:35.141295

    		1.6 ms

  





  

    		2024-02-18 03:45:38.069992

    		0.7 ms

  





  

    		2024-02-18 04:45:40.118233

    		1.4 ms

  





  

    		2024-02-18 05:45:44.04071

    		-1.2 ms

  





  

    		2024-02-18 06:45:47.241267

    		1.4 ms

  





  

    		2024-02-18 07:45:50.147127

    		0.1 ms

  





  

    		2024-02-18 08:45:53.577964

    		1.1 ms

  





  

    		2024-02-18 09:45:56.994132

    		2.4 ms

  





  

    		2024-02-18 10:45:58.725232

    		2.7 ms

  





  

    		2024-02-18 11:46:00.724318

    		0.3 ms

  





  

    		2024-02-18 12:46:03.015269

    		2.1 ms

  





  

    		2024-02-18 13:46:06.662945

    		2.1 ms

  





  

    		2024-02-18 14:46:08.758639

    		0.9 ms

  





  

    		2024-02-18 15:46:10.556726

    		0.4 ms

  





  

    		2024-02-18 16:46:14.400498

    		0.7 ms

  





  

    		2024-02-18 17:46:17.934544

    		3.0 ms

  





  

    		2024-02-18 18:46:21.546908

    		-0.1 ms

  





  

    		2024-02-18 19:46:23.806871

    		2.3 ms

  





  

    		2024-02-18 20:46:25.566298

    		1.5 ms

  





  

    		2024-02-18 21:46:27.455161

    		1.1 ms

  





  

    		2024-02-18 22:46:29.659605

    		-1.2 ms

  





  

    		2024-02-18 23:46:32.903178

    		1.2 ms

  





  

    		2024-02-19 00:46:35.652057

    		1.0 ms

  





  

    		2024-02-19 01:46:37.93254

    		3.1 ms

  





  

    		2024-02-19 02:46:39.703413

    		0.8 ms

  





  

    		2024-02-19 03:46:43.455891

    		2.5 ms

  





  

    		2024-02-19 04:46:47.178537

    		-0.1 ms

  





  

    		2024-02-19 05:46:49.108418

    		-0.7 ms

  





  

    		2024-02-19 06:46:51.579137

    		-0.4 ms

  





  

    		2024-02-19 07:46:53.96294

    		-0.5 ms

  





  

    		2024-02-19 08:46:56.516298

    		3.1 ms

  





  

    		2024-02-19 09:46:59.024096

    		2.3 ms

  





  

    		2024-02-19 10:47:01.395701

    		1.6 ms

  





  

    		2024-02-19 11:47:03.183115

    		-0.6 ms

  





  

    		2024-02-19 12:47:06.244331

    		-0.1 ms

  





  

    		2024-02-19 13:47:08.10555

    		0.7 ms

  





  

    		2024-02-19 14:47:11.151436

    		-0.4 ms

  





  

    		2024-02-19 15:47:13.653501

    		1.2 ms

  





  

    		2024-02-19 16:47:15.281001

    		1.6 ms

  





  

    		2024-02-19 17:47:18.484586

    		1.2 ms

  





  

    		2024-02-19 18:47:21.096893

    		0.1 ms

  





  

    		2024-02-19 19:47:23.303503

    		0.9 ms

  





  

    		2024-02-19 20:47:25.356442

    		1.3 ms

  





  

    		2024-02-19 21:47:28.256862

    		-2.1 ms

  





  

    		2024-02-19 22:47:30.848695

    		0.8 ms

  





  

    		2024-02-19 23:47:32.561964

    		-0.8 ms

  





  

    		2024-02-20 00:47:35.578357

    		-1.4 ms

  





  

    		2024-02-20 01:47:39.223528

    		-0.3 ms

  





  

    		2024-02-20 02:47:42.419387

    		0.8 ms

  





  

    		2024-02-20 03:47:44.737115

    		-0.3 ms

  





  

    		2024-02-20 04:47:47.356368

    		2.7 ms

  





  

    		2024-02-20 05:47:49.985941

    		-0.1 ms

  





  

    		2024-02-20 06:47:53.157379

    		-0.7 ms

  





  

    		2024-02-20 07:47:55.372842

    		0.9 ms

  





  

    		2024-02-20 08:47:57.868898

    		1.1 ms

  





  

    		2024-02-20 09:47:59.356772

    		2.7 ms

  





  

    		2024-02-20 10:48:01.485123

    		2.7 ms

  





  

    		2024-02-20 11:48:03.133194

    		1.4 ms

  





  

    		2024-02-20 12:48:05.188611

    		1.3 ms

  





  

    		2024-02-20 13:48:07.23628

    		-0.9 ms

  





  

    		2024-02-20 14:48:08.747591

    		-0.3 ms

  





  

    		2024-02-20 15:48:11.142071

    		1.3 ms

  





  

    		2024-02-20 16:48:15.111826

    		-0.1 ms

  





  

    		2024-02-20 17:48:17.177208

    		-1.5 ms

  





  

    		2024-02-20 18:48:18.62399

    		-1.2 ms

  





  

    		2024-02-20 19:48:20.545566

    		-2.0 ms

  





  

    		2024-02-20 20:48:23.364989

    		1.0 ms

  





  

    		2024-02-20 21:48:27.746533

    		1.2 ms

  





  

    		2024-02-20 22:48:30.937189

    		-0.8 ms

  





  

    		2024-02-20 23:48:32.53609

    		-0.9 ms

  





  

    		2024-02-21 00:48:34.336557

    		-1.5 ms

  





  

    		2024-02-21 01:48:36.270759

    		0.0 ms

  





  

    		2024-02-21 02:48:38.370803

    		-0.7 ms

  





  

    		2024-02-21 03:48:40.849434

    		2.5 ms

  





  

    		2024-02-21 04:48:42.925139

    		0.4 ms

  





  

    		2024-02-21 05:48:45.579784

    		2.5 ms

  





  

    		2024-02-21 06:48:49.261958

    		0.3 ms

  





  

    		2024-02-21 07:48:51.378617

    		4.7 ms

  





  

    		2024-02-21 08:48:54.742086

    		-1.3 ms

  





  

    		2024-02-21 09:48:57.080451

    		0.1 ms

  





  

    		2024-02-21 10:48:59.364618

    		1.5 ms

  





  

    		2024-02-21 11:49:01.133147

    		-0.4 ms

  





  

    		2024-02-21 12:49:02.710533

    		0.1 ms

  





  

    		2024-02-21 13:49:05.033908

    		0.2 ms

  





  

    		2024-02-21 14:49:06.841164

    		-2.2 ms

  





  

    		2024-02-21 15:49:09.656868

    		0.7 ms

  





  

    		2024-02-21 16:49:12.158252

    		-0.7 ms

  





  

    		2024-02-21 17:49:15.074716

    		0.2 ms

  





  

    		2024-02-21 18:49:17.359505

    		-1.3 ms

  





  

    		2024-02-21 19:49:19.051499

    		1.4 ms

  





  

    		2024-02-21 20:49:22.989959

    		-0.6 ms

  





  

    		2024-02-21 21:49:24.989674

    		0.6 ms

  





  

    		2024-02-21 22:49:27.184795

    		0.0 ms

  





  

    		2024-02-21 23:49:28.944995

    		0.5 ms

  





  

    		2024-02-22 00:49:31.638034

    		-0.2 ms

  





  

    		2024-02-22 01:49:33.746294

    		-1.5 ms

  





  

    		2024-02-22 02:49:35.451893

    		1.4 ms

  





  

    		2024-02-22 03:49:38.834047

    		-1.6 ms

  





  

    		2024-02-22 04:49:41.152866

    		-0.4 ms

  





  

    		2024-02-22 05:49:44.666274

    		1.6 ms

  





  

    		2024-02-22 06:49:46.50928

    		0.1 ms

  





  

    		2024-02-22 07:49:48.088405

    		-0.1 ms

  





  

    		2024-02-22 08:49:50.338296

    		-0.8 ms

  





  

    		2024-02-22 09:49:52.35123

    		-1.1 ms

  





  

    		2024-02-22 10:49:54.014378

    		-0.3 ms

  





  

    		2024-02-22 11:49:55.886844

    		2.3 ms

  





  

    		2024-02-22 12:49:57.284781

    		-1.3 ms

  





  

    		2024-02-22 13:49:59.158327

    		3.0 ms

  





  

    		2024-02-22 14:50:00.736583

    		-1.3 ms

  





  

    		2024-02-22 15:50:03.718145

    		-1.1 ms

  





  

    		2024-02-22 16:50:06.761905

    		1.2 ms

  





  

    		2024-02-22 17:50:09.457289

    		-2.1 ms

  





  

    		2024-02-22 18:50:12.707076

    		-1.2 ms

  





  

    		2024-02-22 19:50:15.806914

    		-2.3 ms

  





  

    		2024-02-22 20:50:17.727592

    		-2.6 ms

  





  

    		2024-02-22 21:50:19.970247

    		-0.1 ms

  





  

    		2024-02-22 22:50:22.317191

    		1.6 ms

  





  

    		2024-02-22 23:50:24.184038

    		0.8 ms

  





  

    		2024-02-23 00:50:27.153077

    		-0.7 ms

  





  

    		2024-02-23 01:50:29.602388

    		-1.1 ms

  





  

    		2024-02-23 02:50:33.043074

    		0.8 ms

  





  

    		2024-02-23 03:50:36.567078

    		-0.5 ms

  





  

    		2024-02-23 04:50:38.366777

    		-0.6 ms

  





  

    		2024-02-23 05:50:39.935448

    		0.7 ms

  





  

    		2024-02-23 06:50:42.775833

    		-0.6 ms

  





  

    		2024-02-23 07:50:44.412709

    		-0.1 ms

  





  

    		2024-02-23 08:50:47.281383

    		-0.3 ms

  





  

    		2024-02-23 09:50:49.518684

    		1.6 ms

  





  

    		2024-02-23 10:50:51.266194

    		2.0 ms

  





  

    		2024-02-23 11:50:53.67953

    		-0.8 ms

  





  

    		2024-02-23 12:50:55.694353

    		1.8 ms

  





  

    		2024-02-23 13:50:57.77749

    		-0.6 ms

  





  

    		2024-02-23 14:50:59.482003

    		-1.2 ms

  





  

    		2024-02-23 15:51:01.458672

    		0.5 ms

  





  

    		2024-02-23 16:51:03.980695

    		-1.1 ms

  





  

    		2024-02-23 17:51:06.27459

    		-0.7 ms

  





  

    		2024-02-23 18:51:08.645869

    		-0.7 ms

  





  

    		2024-02-23 19:51:10.973101

    		-0.6 ms

  





  

    		2024-02-23 20:51:12.935321

    		-2.4 ms

  





  

    		2024-02-23 21:51:15.498726

    		-1.7 ms

  





  

    		2024-02-23 22:51:17.27885

    		-1.3 ms

  





  

    		2024-02-23 23:51:19.034591

    		-0.9 ms

  





  

    		2024-02-24 00:51:21.759465

    		1.0 ms

  





  

    		2024-02-24 01:51:23.749205

    		0.0 ms

  





  

    		2024-02-24 02:51:26.717506

    		-0.4 ms

  





  

    		2024-02-24 03:51:29.354264

    		-1.2 ms

  





  

    		2024-02-24 04:51:33.233427

    		-0.4 ms

  





  

    		2024-02-24 05:51:36.502002

    		-0.3 ms

  





  

    		2024-02-24 06:51:39.416873

    		-1.0 ms

  





  

    		2024-02-24 07:51:40.931458

    		-0.4 ms

  





  

    		2024-02-24 08:51:42.613593

    		-1.0 ms

  





  

    		2024-02-24 09:51:44.57714

    		1.2 ms

  





  

    		2024-02-24 10:51:47.444909

    		0.3 ms

  





  

    		2024-02-24 11:51:48.963558

    		1.1 ms

  





  

    		2024-02-24 12:51:50.912308

    		0.7 ms

  





  

    		2024-02-24 13:51:54.191161

    		-1.8 ms

  





  

    		2024-02-24 14:51:55.835324

    		-1.2 ms

  





  

    		2024-02-24 15:51:58.792152

    		1.0 ms

  





  

    		2024-02-24 16:52:00.794596

    		0.6 ms

  





  

    		2024-02-24 17:52:03.215915

    		-0.9 ms

  





  

    		2024-02-24 18:52:04.776227

    		0.8 ms

  





  

    		2024-02-24 19:52:06.892206

    		-0.1 ms

  





  

    		2024-02-24 20:52:10.272005

    		-0.4 ms

  





  

    		2024-02-24 21:52:12.964704

    		-0.8 ms

  





  

    		2024-02-24 22:52:15.583468

    		-1.3 ms

  





  

    		2024-02-24 23:52:17.748546

    		0.9 ms

  





  

    		2024-02-25 00:52:19.432049

    		-1.2 ms

  





  

    		2024-02-25 01:52:21.776615

    		1.3 ms

  





  

    		2024-02-25 02:52:24.660049

    		0.0 ms

  





  

    		2024-02-25 03:52:27.313621

    		-1.4 ms

  





  

    		2024-02-25 04:52:28.791373

    		1.0 ms

  





  

    		2024-02-25 05:52:32.336065

    		-0.2 ms

  





  

    		2024-02-25 06:52:34.135999

    		1.4 ms

  





  

    		2024-02-25 07:52:36.702398

    		-0.2 ms

  





  

    		2024-02-25 08:52:38.506527

    		2.1 ms

  





  

    		2024-02-25 09:52:40.006051

    		0.6 ms

  





  

    		2024-02-25 10:52:41.974917

    		-0.4 ms

  





  

    		2024-02-25 11:52:45.571391

    		-0.4 ms

  





  

    		2024-02-25 12:52:47.835313

    		-1.0 ms

  





  

    		2024-02-25 13:52:50.31425

    		1.0 ms

  





  

    		2024-02-25 14:52:52.012536

    		-0.9 ms

  





  

    		2024-02-25 15:52:53.528164

    		1.3 ms

  





  

    		2024-02-25 16:52:55.325264

    		-0.5 ms

  





  

    		2024-02-25 17:52:58.804242

    		1.6 ms

  





  

    		2024-02-25 18:53:02.308828

    		-1.0 ms

  





  

    		2024-02-25 19:53:03.815775

    		0.7 ms

  





  

    		2024-02-25 20:53:05.582695

    		-0.3 ms

  





  

    		2024-02-25 21:53:07.599756

    		-2.0 ms

  





  

    		2024-02-25 22:53:11.718546

    		-0.9 ms

  





  

    		2024-02-25 23:53:13.547374

    		1.0 ms

  





  

    		2024-02-26 00:53:16.176988

    		-1.4 ms

  





  

    		2024-02-26 01:53:18.33471

    		-0.8 ms

  





  

    		2024-02-26 02:53:20.408848

    		-1.4 ms

  





  

    		2024-02-26 03:53:22.899032

    		1.6 ms

  





  

    		2024-02-26 04:53:25.425848

    		-1.6 ms

  





  

    		2024-02-26 05:53:28.851506

    		-0.4 ms

  





  

    		2024-02-26 06:53:31.307269

    		1.9 ms

  





  

    		2024-02-26 07:53:32.808938

    		2.6 ms

  





  

    		2024-02-26 08:53:36.416605

    		3.2 ms

  





  

    		2024-02-26 09:53:38.875016

    		2.1 ms

  





  

    		2024-02-26 10:53:40.881565

    		-0.6 ms

  





  

    		2024-02-26 11:53:42.872812

    		-2.2 ms

  





  

    		2024-02-26 12:53:45.232802

    		-1.4 ms

  





  

    		2024-02-26 13:53:46.835212

    		1.7 ms

  





  

    		2024-02-26 14:53:49.533246

    		-0.7 ms

  





  

    		2024-02-26 15:53:51.572088

    		-1.4 ms

  





  

    		2024-02-26 16:53:53.698866

    		-1.0 ms

  





  

    		2024-02-26 17:53:55.823078

    		0.1 ms

  





  

    		2024-02-26 18:53:57.426522

    		2.5 ms

  





  

    		2024-02-26 19:53:59.222184

    		1.6 ms

  





  

    		2024-02-26 20:54:01.166034

    		-0.4 ms

  





  

    		2024-02-26 21:54:03.735178

    		-2.0 ms

  





  

    		2024-02-26 22:54:05.37729

    		-0.1 ms

  





  

    		2024-02-26 23:54:07.082544

    		-0.4 ms

  





  

    		2024-02-27 00:54:08.816893

    		-1.0 ms

  





  

    		2024-02-27 01:54:11.128672

    		-0.2 ms

  





  

    		2024-02-27 02:54:12.90389

    		-0.9 ms

  





  

    		2024-02-27 03:54:15.296385

    		-0.7 ms

  





  

    		2024-02-27 04:54:19.122095

    		-0.2 ms

  





  

    		2024-02-27 05:54:22.488257

    		0.5 ms

  





  

    		2024-02-27 06:54:24.273149

    		1.0 ms

  





  

    		2024-02-27 07:54:25.995086

    		2.8 ms

  





  

    		2024-02-27 08:54:29.609056

    		3.9 ms

  





  

    		2024-02-27 09:54:31.156679

    		1.8 ms

  





  

    		2024-02-27 10:54:33.074441

    		0.6 ms

  





  

    		2024-02-27 11:54:34.953957

    		1.9 ms

  





  

    		2024-02-27 12:54:36.609074

    		0.4 ms

  





  

    		2024-02-27 13:54:39.082183

    		1.2 ms

  





  

    		2024-02-27 14:54:40.522999

    		0.7 ms

  





  

    		2024-02-27 15:54:42.160125

    		0.5 ms

  





  

    		2024-02-27 16:54:44.233535

    		0.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-27 17:11:40.159 UTC

    		165.1.241.148

    		Morgan Sandström (MS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-27 17:12:02.712 UTC

    		165.1.241.148

    		Morgan Sandström (MS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  









